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Status of this Meno

This content of this menmo was subnitted May 2001 as an Internet-Draft.

Abst ract

Thi s docunent describes the Interplanetary Internet: a communication
systemto provide Internet-like services across interplanetary

di stances in support of deep space exploration. Qur approach, which
we refer to as bundling, builds a store-and-forward overl ay network
above the transport |ayers of underlying networks. Bundling uses
many of the techniques of electronic nmail, but is directed toward

i nterprocess conmuni cation, and is designed to operate in
environments that have very | ong speed-of-1ight delays. W partition
the Interplanetary Internet into | PN Regions, and discuss the
inmplications that this has on naming and routing. W discuss the way
that bundling establishes dialogs across internmittently connected
internets, and go on to discuss the types of bundle nodes that exist
in the interplanetary internet, followed by a discussion of security
in the IPN, a discussion of the |IPN backbone network, and a

di scussi on of renote depl oyed internets.
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Desi derata of I|nterplanetary Internetworking

Go thoughtfully in the know edge that all interplanetary

communi cation derives fromthe nodul ati on of radi ated energy, and
sonetines a planet will be between the source and the destination
Therefore rely not on end-to-end connectivity at any tine, for the
uni ver se does not work that way.

Neither rely on ample bandw dth, for power is scarce out there and
the bit error rates are high. Know too that signal strength drops
of f by the square of the distance, and there is a |ot of distance.

Consi der the preciousness of interplanetary conmunication |inks, and
restrict access to themwith all your heart. Protect also the
confidentiality of application data or risk |osing your custoners.

Renmenber always that | aunch mass costs nmoney. Think not, then, that
you may require all the universe to adopt at once the newest
technol ogi es. Be backward conpati bl e.

Never confuse patience with inaction. By waiting for acknow edgenent
to one nessage before sending the next, you squander tracking pass
time that will never come to you again in this life. Send as nuch as
you can, as early as you can, and nmeanwhile confidently await
responses for as long as they may take to find their way to you

Therefore be at peace with physics, and expect not to nmanage the
network in closed control loops -- neither in the linmting of
congestion nor in the negotiation of connection paraneters nor even
in on-demand access to transnission bands. Each node nust nake its
own operating choices in its own understanding, for all the others
are too far away to ask. Truly the solar systemis a large place and
each one of us is on his or her owmn. Deal with it.

S. Burleigh
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For ewar d

Thi s docunment presents the current state of our teams efforts to
define an end-to-end architecture for the Interplanetary Internet.
This is a "living" docunment, and is frequently updated. 1In this
versi on of the docunent, we introduce a new construct, a tuple
consisting of a topologically significant routing handl e and the

adm nistrative name. In this nodel, the routing handle identifies an
"I PN Region," an area of the Interplanetary Internet in which A the
adm nistrative nane is resolvable, and in which B) a route can be
fornmed from anywhere within the region to the address returned when
the administrative nane is resol ved

On the presunption that the exploration of space will eventually |ead
to the need for comunication anong planets, satellites, asteroids,
robotic spacecraft and crewed vehicles, our project has a heavy focus
on advocating the devel opnent of a stable interplanetary backbone
networ k. We have concluded that sinply extending the Internet suite
to operate end-to-end over interplanetary distances is not feasible.
Rat her, we envision a "network of internets" _ ordinary internets
that are interconnected by a system of gateways that cooperate to
formthe stabl e backbone across interplanetary space. Each
internet's protocols are ternminated at its |ocal gateway, which then
uses a specialized |ong-haul transport protocol to comunicate with
peer gateways. An end-to-end "bundle" protocol will operate above
the transport layer to carry necessary information fromone internet
to another. Bundling will, to the extent possible, renove any
"chattiness" fromthe local protocols, formng atomic units that wll
be shi pped across the backbone. Bundles nay be protected from

unaut hori zed access and unaut hori zed nodification. The IPN will have
a gl obal nanespace that is broken into a nunber of nane-to-address

bi nding regions, referred to as IPN regions. Nanes carried in the
bundl es consist of a tuple, one elenent identifying the destination

I PN region and used for routing and a second el enent that carries the
adm ni strative name of the destination in the namespace that is
relevant within the destination | PN region. The adm nistrative nane
will be bound to an address that is routable within the destination
IPN region. Finally, strong authentication and strict access
controls at several levels will protect the I PN fromtanpering

In summary, the best way to envision the fundanental architecture of
the Interplanetary Internet is to picture a network of internets.
Odinary internets (many being wireless in nature) are placed on the
surface of nmoons and planets as well as in free-flying spacecraft.
These renotely deployed internets run ordinary Internet protocols. A
system of |nterplanetary Gateways connected by deep-space

transm ssion links forma backbone comrunication infrastructure that
provi des connectivity for each of the deployed internets. New | ong-
haul protocols, some confined to the backbone network and sone
operating end-to-end, allow the deployed internets to conmunicate
with each ot her.
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Executive Summary

Thi s docunent describes the Interplanetary Internet: a communication
systemto provide Internet-like services across interplanetary

di stances in support of deep space exploration. The comunications
environment is characterized by hi gh bandw dt h-del ay products
resulting fromvery long signal propagation delays, intermttent
connectivity that results in long periods of network partitioning,
and discontinuities in the capabilities of adjacent networks. Mny
of these characteristics are sinmlar to those facing energing
communi cation services in the terrestrial Internet. For exanple,
terabit networks exhibit very high bandw dt h-del ay products, nobility
can result in partitioning of both nodes and subnetworks, and

i nterconnecting different physical |ayer technol ogies can result in
"i mpedance msmatches." It is possible to build an end-to-end
solution to address any of these, but difficult to build one that is
adequate for all of them sinultaneously.

The | ong bandw dt h-del ay products shared by the I PN and very high-
speed terrestrial networks argue in favor of non-chatty comruni cation

protocols. In the IPN, the long delays nean that protocols that use
many round-trips to acconplish sone task pay a significant tine
penalty. In terrestrial terabit networks where switches can forward

data very fast but take a (relatively) long tine to reconfigure, the
penalty is one of lost efficiency in the use of the resources. Both
environnments benefit from protocols that pack as much as possible
into each transm ssion and mninize the nunber of round-trips needed.
Thus a file transfer protocol that can place the entire file and
associ ated control information together in a single atonic
transaction conpletes faster within the I PN and nmakes nore efficient
use of terrestrial high-speed networks.

Most of the problens cited above have exi sted and been consi dered,

al beit separately, during the evolution of what is now the Internet.
Many of the solutions, however, represent branches of the Internet's
evol utionary tree that have withered and died as a result of the
availability of infrastructure to mtigate environmental differences.
This effective honogeneity is dinnishing, however, with the rapid
depl oynent of new technol ogies with fundanental ly different
characteristics, such as wirel ess comuni cati on and Dense Wavel ength
Division Miultiplexing (DADM networks. One solution, electronic
mail, provides a neans to span very different networks that are not
necessarily always connected. The electronic nmail approach has a
nunber of attractions. First, there is no expectation of continuous
or instantaneous connectivity. Second, electronic nmail enbodies the
concept of indirection as a neans of providing store-and-forward
traversal of different, sometinmes-di sconnected networks. Finally,
the electronic mail concept is generally considered to be a non-

i nteractive comuni cations nmechanism potentially well suited to | ong
del ay environnents. The electronic nmail approach has limtations,
though. Wthout and end-to-end retransm ssi on nechani sm el ectronic
mai | does not provide true end-to-end reliability. Additionally,
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electronic mail is oriented toward human use rather than interprocess
communi cation. Further, the protocol that typically provides
electronic mail services in the Internet, SMIP, is highly interactive
inits control traffic, even though the electronic mail concept is
only mininmally interactive.

Qur approach, which we refer to as bundling, builds a store-and-
forward overlay network above the transport |ayers of underlying
networks. Thus two nodes that are adjacent in bundl e space nay be
many hops apart in the context of the underlying network topol ogy.
We see the bundle layer as a second "thin waist of the hourgl ass”
that allows applications built on top of it to conmuni cate across

di scontinuities in connectivity, and to comunicate efficiently over
a multitude of underlying transport technol ogies. This discontinuity
in connectivity may result fromfluctuations in link availability or
fromartificial discontinuities, such as are inposed by firewalls.
For efficient conmunication, the bundle |ayer attenpts to mnimze
interactivity of its control traffic, and expects applications to do
Ii kewi se. The bundle layer also provides a |evel of indirection

bet ween applications and the specific services of the underlying
network protocols. Bundle applications can specify requested
"handling instructions,” such as reliability and quality of service
requests that are mapped into the nost appropriate nechanisns

avail abl e in the underlyi ng networks.

Bundl i ng uses many of the techniques of electronic mail, but is
directed toward interprocess comunication. Bundle nodes use the
capabilities of the underlying networks, including transport |ayer
retransm ssion protocols, to effect the transfer of bundl es between
bundl e nodes. Optional end-to-end reliability at the bundle |ayer
facilitates end-to-end reliability at the application layer. In
addition, the bundle |ayer allows any bundle node in the path to take
custody of a bundle. Wen custody is transferred, the receiving
bundl e node assunes responsibility for delivering the bundle
according to its handling instructions, and the previous bundl e
custodian is allowed to recover its storage resources. The bundle
protocol is designed to function over sinplex and hal f-duplex |inks,
and custody transfers nmay occur between non-adjacent bundl e nodes.
Finally, because the bundle | ayer operates over networks that are

of ten di sconnected, the bundle-layer reliability nmechani sns adapt the
operation of timers to accommodate this episodic connectivity.

To illustrate how bundling allows connectivity across intermttently
connect ed networks, one could envision a "strobe light" that
illumnates the portions of the network's topology that are connected
at a given tine. Lit portions of the network are avail able for
bundl e forwarding. |f one imagines a high-persistence CRT capturing
an ordered sequence of illunminations that proceed fromsource to
destination, one can envision the available routes for bundle
forwarding. This environnent, therefore, requires a nechanismto
route based on both current and expected connectivity. This routing
mechani sm expl oits predictability, such as that provided by orbita
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mechani cs or by schedul ed network events (possibly including rate
changes, such as "5c Sundays"). It is inportant to note that this
routi ng mechani sm may choose to defer comunication even though a
current path toward the destination exists, if a substantially nore
attractive path is expected to becone avail abl e.

W believe that the bundle layer functionality has utility within the
context of the terrestrial Internet as well. The Internet is

evol ving to enconpass very different networking technol ogi es,
architectures, and applications. Sone of these, such as firewalls,
result in logical partitioning of the Internet, while others, such as
extreme rate mismatches, may result in inefficient use of network
resources. The bundl e | ayer extends the Internet architecture to
provi de consi stent end-to-end comunication in the current and
energing partitioned environnents, facilitating the depl oynent of new
applications that can operate reliably while allowi ng networks to
operate efficiently.

Readers nmay find nore about the project at http://ww.ipnsig.org/,

the Interplanetary Internet Special Interest G oup of the Internet
Society (http://ww.isoc.org).
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1. Introduction

The expl oration of space began w th naked-eye observations of the
stars and noon. In nore recent centuries, this exploration was aided
by new Eart h-based technol ogi es such as optical and radi o tel escopes.
Even nore recently, we have placed observing resources into near
Earth orbit, such as the Hubbl e Space Tel escope. W have al so sent
robotic mssions to other parts of the Solar systemfor a closer

| ook.

It is the latter activity -- the current exploration of the Sol ar
System by robotic neans and possibly |later by m ssions crewed by
people -- that notivates our interest in an Interplanetary Internet.

The new technol ogy of the terrestrial Internet needs to be extended
into space. W believe that the creation and adoption of |nternet-
friendly standards for space conmmunication will enhance our ability
to build a comon interplanetary communi cation infrastructure. W
think this infrastructure will be needed to support he expansion of
human intelligence throughout the Solar System The current
terrestrial Internet and its technol ogy provide a robust basis to
support these m ssions in an efficient and scal abl e manner.

Al t hough many nissions during the last 40 years of space exploration
have by necessity provided a substantial portion of their own

conmuni cati on resources, a significant anount of shared
infrastructure is already in place. For exanple, the multi-m ssion
Deep Space Network (DSN) provides a conplex of large-dianmeter (up to
70-nmeter) tracking and data acquisition dishes at three points on the
Earth's surface, each about 120 degrees fromeach other. Simlarly,
the Tracking and Data Relay Satellite System (TDRSS) and a gl oba
network of small ground tracking stations are used to relay data to
and from nany near-Earth nissions.

In ternms of the communications protocols that support space
exploration, the Consultative Comrttee for Space Data Systens
(CCSDS) has for alnmobst twenty years been devel oping internationally
agreed standards for the physical and link [ayers that interconnect
renote spacecraft with their ground control systems. NASA, through
CCSDS, has al so been working since 1993 on general application of
terrestrial Internet or Internet-like protocols for space data use.
Such standardi zati on opens up the possibility of re-purposing and re-
usi ng existing and pl anned comunication facilities for multiple
subsequent m ssi ons.

Early in 1998, it becane apparent to our teamthat the space

communi cations research community and the Internet research and

devel opment conmunity were pursuing technol ogy paths that can
potentially lead to a kind of convergence. A few nenbers of the

I nternet community began thinking about adaptation of the terrestrial
Internet to deep space comuni cations. The space comuni cations
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research comunity was already trying out variants of the Internet's
TCP/ 1 P protocol suite to support space-based applications. Mitua
recognition led to the formati on of a program of work that was ai ned
at extending the notion of Internet to interplanetary scale. The

her et of or e-i ndependent "rivers" of evolving space technol ogy and

I nternet technol ogy are converging in this program

To realize this convergence, the effort to define the IPN
architecture is being undertaken at the Jet Propul sion Laboratory
(JPL) that is operated by the California Institute of Technol ogy
(Caltech) for the US National Aeronautics and Space Administration
(NASA). Partial funding for the effort conmes fromthe US Defense
Advanced Research Projects Agency (DARPA) that sponsored the origina
Internet design work starting in 1973 and its predecessors, such as
the ARPANET, in 1969. NASA supplies in-kind support and staffing
through its standardi zation programw th CCSDS as wel| as program

i nvol venent fromthe Mars exploration enterprise

An Interplanetary Internet Research Group (I PNRG has been forned
under the auspices of the Internet Research Task Force of the
Internet Society and an Interplanetary Internet Special |nterest

G oup has al so been created as a neans of keeping the public infornmed
as to progress.

Early protocol design phases are underway now and prototype

of candidate designs is anticipated within a year. Denonstration of
these protocols in terrestrial environments will likely occur during
2001 and plans for their use in interplanetary contexts are under
consideration as part of the NASA Mars nission in the years beyond
2003. The Mars exploration programis particularly interesting as a
"reference nodel" for our work, since it includes a "Mars Network"
proj ect that hopes to deploy a series of renote communications
satellites into orbit around the planet. These satellites will be
dedi cated to servicing the I ocal conmunication and positioning

requi renents of the other in-orbit and surface observation and
exploration nmissions that are in the vicinity of the planet. By 2010,
as many as seven conmuni cations and navigation satellites could be in
orbit around Mars, nost in low Mars orbit (LMO) but w th perhaps at

| east one in an "areo" synchronous orbit that is anal ogous to a
geosynchronous orbit around the Earth.

1.1 Prelim nary Consi derations

The remarkabl e success and growh of the Earth-bound TCP/IP protocols
of the Internet illustrate the power of communication

standardi zation. The sinplicity of the Internet architecture, wth
its layered structure, contributes to its ability to adapt to al nost
any underlying comuni cation capability. As with the terrestrial
Internet, the ultinmate test of the I PN technology is whether it
successful ly supports comercial applications that have a space
conponent. W expect that space will eventually be comrercialized -
not only for conmunication services, but also for mning the
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asteroids, for the operation of space-based hotels, for manufacturing
and nedical treatnents, and for general tourism Wile such

devel opnments may still lie decades in the future, the potential

i nvestment and benefits can be appreciated as we contenpl ate the

expl osi on of new narkets associated with the comercialization of the
Internet that began only ten years ago, in 1990. W will therefore
architect the Interplanetary Internet in anticipation of possibly
rapi d commrercialization.

In terns of technologies, the current Internet capabilities work well
on Earth where the propagation delay of |ight-speed signals is short.
The packets exchanged according to the TCP protocol reach their
destination in fractions of a second, for the nost part. The TCP/IP
protocols (a system of over 150 rel ated communi cati on standards), are
therefore expected to work just as well on the surface of other

pl anets or noons, on space craft and orbiting space stations, all of
whi ch invol ve data exchange over fairly short distances, subject to
the availability of sufficient power to naintain good signal-to-noise
rati os. However tenpting it is to enploy simlar concepts in
extending the Internet into deep space, there are problens - deep
space comunications really still are "rocket science." The distances
between the planets are, well, astronom cal. For exanple, the round-
trip propagation delays - at the speed of light - between Earth and
Mars range from about 8 nminutes to over 40 minutes. This makes
"chatty" protocols like TCP relatively unattractive because of their
heavy dependence on near real -tinme exchanges between the

communi cating parties.

These | arge distances also inpair the data rates that can be
sust ai ned because of radi o signal degradation and attenuation
Moreover, the celestial mechanics of the solar system nean that the
di stances between the planets change with tinme. Wile these changes
are essentially calculable, they still cause variations in delay, in
transm ssion capacity and occasionally in connectivity due to
occultation of satellites as they orbit a planet, or of ground-based
facilities as planets rotate.

Si ze, weight and - nost of all - power are suprene challenges for
space- based communi cation systens, as they are for ground-based
mobi | e systens. Launching nmass into interplanetary trajectories,
injecting mass into orbit, and | anding nmass into the gravity well of
anot her planet is currently very expensive. Mass translates directly
into the local availability of power. Efficient use of the

conmmuni cati ons channel allows nore information to be carried per unit
of transmitted power. But power limitations introduce asymmetries in
the conmuni cation capacities avail able between Earth, for exanpl e,
and the renote spacecraft and planets. There can be factors of ten or
nmore di fferences between the data rate that can be received on Earth
and the rates of reception of off-Earth resources. It is quite comon
to be able to receive transmi ssions from Mars at 100 kil obits/second
whil e the Mars-based systens nmay only receive fromEarth at 1

ki | obi ts/second.
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Al'l of these effects conbine to nake the design of an interplanetary
backbone comuni cation system a consi derabl e chal | enge. The Deep
Space Network - the current interplanetary backbone - uses its three
terrestrial conmmunication conpl exes to communicate with spacecraft,
orbiting satellites and ground-based resources on noons or other

pl anets of the Sol ar System Because these resources nust be shared
anong many mssions, it is necessary to schedule themto be ainmed in
particular directions at particular tines. Tinme synchronization is
needed anong the various parts of such a system For exanple, a
signal from Mars nay take 20 minutes to reach Earth, at which tine
the appropriate antenna of the Deep Space network nust be ained
properly to receive the transm ssion, 20 mnutes after it was sent.
This same antenna m ght then have to be repositioned to send data to
anot her spacecraft el sewhere in the Solar System and the receiving
system nust be ready to receive that transmission at the right tine.
In some ways, this problemis sonewhat |ike the problem of scheduling
trains on railroad tracks; since multiple trains use the tracks, they
must be schedul ed to avoid collisions.

1.2. The | PN Operating Environnent

There are a nunber of fundanental differences between the
environnments for terrestrial communications and those we envision for
the IPN. These differences include delay, |ow and asymetric

bandwi dth, internmittent connectivity, and a relatively high bit error
rate. Taking these into account affects the entire nodel for

communi cating; shifting us fromthe "tel ephony” nodel inplicit in
current Internet comrunications to the "Postal", or "Pony Express,"
nmodel . W& will first therefore describe the environnental differences
between terrestrial comunications and the | PN and gives a brief
accounting of why the standard Internet protocol for reliable
transport, TCP, is unsuitable for end-to-end conmuni cations in the

| PN.

The nost obvious difference between conmuni cating between points on
Earth and comuni cating between planets is the delay. Wile round-
trip times in the terrestrial Internet range frommnilliseconds to a
few seconds, round-trip times to Mars range from8 to 40 mi nutes,
dependi ng on the planet's position, and round-trip tines between
Earth and Europa run between 66 and 100 minutes. |In addition to the
propagati on del ay, communicating over interplanetary distances
currently requires special equipnment (large antennas, high-
performance receivers, etc.). For nost deep-space m ssions, even
non- NASA ones, these are currently provided by NASA' s Deep Space

Net work (DSN). The conmuni cation resources of the DSN are currently
oversubscribed and will probably continue to be so in the future.
Wi | e studi es have been done as to the feasibility of upgrading or
replacing the current DSN, the nunber of deep space nissions wll
probably continue to grow faster than the terrestrial infrastructure
needed to support them neking over-subscription a persistent
probl em
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Thi s over-subscription means that the round-trip tines experienced by
packets will be affected not only by the propagation delay, but also
by the scheduling and queui ng del ays i nposed by the Earth-based
resources. Thus packets to a given destination may have to be queued
until the next schedul ed contact period, which may be hours, days, or
even weeks away. While queuing and scheduling delays are generally
known well in advance except when m ssions need energency service
(such as during I andi ngs and maneuvers), the |Iong and highly variable
del ays nmake the design of timers, and retransmission timers in
particular, quite difficult. This again forns a point of departure
fromthe current Internet nodel, as |IPN-aware applications wll
probably need ways to track the status of a conmmunication and to
apprise users of the expected delay before a response can be
expected. This will be conplicated once the IPN noves fromits
initial Earth-centric approach to a peer-to-peer network, since
notifying users of the progress of their communications will itself
consume precious bandw dth within the network.

The conbi ned effects of |arge distances, the expense and difficulty
of deploying large antennas to distant planets, and the difficulty in
generating power in space all nean that the avail abl e bandwi dth for
comruni cations in the IPNwill likely be nodest conpared to
terrestrial systens. Data rates on the order of hundreds of Kkilobits
per second to a few negabits per second will probably be the normfor
the next few decades. Another characteristic prevalent in today's
deep-space missions is bandwi dth asymmetry, where data is transmitted
at different rates in different directions. Current mssions are
usual Iy designed with a rmuch higher data return rate (from space to
Earth) than command rate. The reason for the asymetry is sinple:
nobody ever wanted a hi gh-rate command channel, and, all el se being
equal, it was deened better to have a nore reliable command channe
than a faster one. This design choice has led to data rate
asymmetries in excess of 100:1, sonetines approaching 1000:1. A
strong desire for a very robust conmand channel w Il probably remnain,
so that any transport protocol designed for use in the IPNwll need
to function with a relatively | ow bandw dth out bound channel to
spacecraft / |anders.

The difficulties of generating power on and around other planets wll
also result inrelatively high bit error rates. Current deep-space
m ssions operate with very high bit error rates (on the order of 10e-
1, or one error in ten bits) that are then inproved usi ng heavy
coding. The tradeoffs between coding, bit error rate, and
reliability requirenents will need to be reexamined in the context of
the | PN

Finally, interplanetary communications will, at least in the near
future, be characterized by intermttent connectivity between nodes.
As satellites or moons pass behind planets, and as pl anets pass

behi nd the sun as seen fromEarth, we lose the ability to communicate
with them This effect adds to the del ays experienced by packets,
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and coul d push queuing delays to several weeks or a nonth if the
source and destination are in opposition (on opposite sides of the
sun). Inter-layer signaling, especially fromthe Iink layer to
provide notifications of such breaks in connectivity, will probably
be required.

We see the I PN growi ng outwards from Earth as we explore nore and
more pl anets, noons, asteroids, and possibly other stars. Thus there
will always be a fringe to the fabric of the IPN, an area w thout a
rich communi cations infrastructure. As a result, the data rate,
connectivity, and error characteristics nentioned above will probably
al ways be an issue sonmewhere in the IPN. For the nore highly

devel oped core areas of the IPN, it is interesting to note that del ay
is the only truly immtable characteristic that differentiates the
IPN fromterrestrial comunications. Data rates, intermttent
connectivity, and bit error rate can all be nitigated or elimnated
by adding additional infrastructure, in theory if not in practice.
Addi tional infrastructure can also mtigate the scheduling and
queui ng del ays nmentioned above, but the propagation delays wll
remain unless and until we find a way to transmit infornmation faster
than the speed of light.

These environnmental characteristics: long delays, |ow and asymretric
bandwi dth, intermittent connectivity, and relatively high error rate
make using unnodified TCP/IP for end to end conmuni cations in the | PN
i nfeasible. Using the equations fromMathis, et al [ref:

http://ww. psc. edu/ net wor ki ng/ paper s/ nodel _ccr97. ps], we can

cal cul ate an upper bound on the sustainabl e throughput of a TCP
connection, taking into account TCP's congestion avoi dance

mechani snms. Even if only 1 in 100 million packets are lost, a TCP
connection to Mars is limted to just under 250kbps. If we assune
that 1 in 5000 packets is lost (this figure was reported by Paxson as
the packet corruption rate in the Internet ref:
ftp://ftp.ee.lbl.gov/papers/vp-thesis/dis.ps.gz caution: very |large
file) then that nunmber falls to around 1, 600bps. These values are
upper bounds on steady-state throughput; since the nunber of packets
in a connection will generally be under 10,000, TCP perfornmance woul d
be dom nated by its behavior during slowstart. Even when Mars is at
its closest approach to Earth, this means that it would take a TCP
nearly 100 nminutes to ranp up to a transm ssion rate of 20kbps. Lab
experinments using a channel emul ator and standard applications show
that even if TCP could be pushed to work efficiently at such

di stances, many applications either rely on several rounds of
handshaki ng or have built-in tinmers that render them non-functiona
when the round-trip-time is pushed over a couple of minutes. It
typically takes eight round trips for FTP to get to a state where
data can begin flowi ng, for exanple, and an FTP server may tine out
and reset the connection after 5 minutes of inactivity. This neans
that a conformant standard FTP server could be unusable for

conmuni cating even with the cl osest planets.
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1.

3.

A "Postal"™ Comruni cati ons Model

We have concluded that the standard Internet protocols should be
essentially "terminated" at the Interplanetary Gateways and the

i nformati on payl oads conveyed through a new set of protocols better
suited to the |ong distances, variable delays and asymetric data
rates of the interplanetary backbone network. |In essence, the design
is anal ogous to a kind of postal relay systemin which nessages are
delivered to the internediate Interplanetary Gateways, extracted from
their standard Internet protocols, and encapsulated in new |link and
transport protocols to be forwarded to the next |PN gateway and
ultimately into the target internet.

Internet electronic mail already works in this fashion but the
transfer of files, the operation of the Wrld Wde Wb, and renote
interactive applications do not fit into this nodel directly. There
are circunstances under which researchers on planet Earth do need an
ability to interact with renote devices, for exanple to steer wheel ed
robotic vehicles around on the surface. But because of the enornous
round-trip del ays, such systens nust work very indirectly. For
exanple, to steer the Mars Pathfinder rover, one sends instructions
about internediate points that the robot nust steer past. This is
anal ogous to automatic airplane pilots that are given a series of
coordi nates through which to pass. In effect, a planned itinerary is
sent and the robot vehicle executes the plan, dealing with | oca
conditions as required.

The "store-and-forward" nature of this communication nethod is
rem ni scent of bucket brigades, except that the contents of the
buckets are actually the payloads (i.e. data) of the applications
that utilize the network. The concept of "custody" is inportant in
such a system A sender does not relinquish a copy of a transm ssion

until it is sure that the next in line has successfully received it.
2. I PN Architectural Overview
We now consider five broad areas that represent areas of significant
research in the Interplanetary Internet architecture:
* The communi cati on conducted between i ndependent internets
(ternmed "Inter-internet dialogs")
* The architecture and functions of the unique nodes of the
I nterplanetary Internet
* A security architecture for nmeeting anticipated data and
infrastructure protection needs
* The issues in devel oping a stable backbone network for the
I nterplanetary Internet
*  The issues in deploying internets on renpote planets, asteroids,
and spacecraft
The followi ng five sections of this docunent consider each of these
areas. Follow ng these sections we present our conclusions to-date.
Cerf, et al.
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3.

3.

3.

Inter-Internet Dial ogs

This section first presents four principles that guide the design of
the Interplanetary Internet. 1In doing so, we introduce the concept
of the "bundle" layer, a protocol |ayer providing end-to-end service
in the IPN. The section continues by discussing the information
carried by the bundle layer, and concl udes by discussing reliability
at the bundl e | ayer.

1. Princi pl es of Design

1.1. Nanme Tupl es Consisting of Administrative and Routing Parts are
the Means of Reference

In the (terrestrial) Internet, names are adnministrative in nature,
and are hierarchically organized. The Domai n Nane System (DNS) uses
a highly distributed database to translate the name to a nuneric
address, and addresses are the common nedi um used t hroughout the
network for reference. This scheme has worked well in the Internet,
but the energence of network address translators and other
partitioning mechani sns have begun to cause sone problens with this
schene.

One of the problens involved with using DNS nanes across
interplanetary space is the distributed nature of the DNS dat abase.
This neans that it is entirely possible for the portion of the

dat abase that can resolve a nane to its address to be far (very far
in the Interplanetary Internet) fromthe host requesting resolution
This nmeans that the tines required to resolve nanes to addresses can
becone i npossibly high, especially when the issues of intermttent
connectivity come into play. The DNS has a nechanismto replicate
portions of its database, using a techni que known as zone transfers.
However, this is not a good solution in the Interplanetary |nternet,
either. One could easily spend all of the avail able comunication
time transferring the ".conl zone to another planet, rather than
actually transferring data. dearly, another approach is indicated.

In our initial designs, we considered creating a new top-Ieve

domain, e.g. ".sol", and assigning to it topol ogical significance.

We constructed a schene by which we routed on the "npbst significant”
portions of the domain nane, such as ".mars.sol", and essentially bet
that these portions would be topologically significant, rather than
adm nistratively significant. This schene, while attractive fromthe
st andpoi nt of naking use of existing infrastructure, makes use of
that infrastructure in a bad way. W were forced to "grandfather"
exi sting top-level dormain names to be bound to Earth's Internet, so
that ".coni' nmeant ".com ON EARTH." This spawned phil osophica
debates within the group regardi ng sovereignty and the current top-

| evel domain structure within the internet, but also had the
potential of creating serious technical problens. For exanple, sone
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organi zati ons encode geographic information at fairly | ow | evel s of
their DNS names (consider "zurich.ibmconi, and then consider
"mars.ibmcont). If all ".com s" are shipped off to Earth, the
"mars.ibmcont data is going to take a serious detour. W eventually
concluded that this was not the right approach

We have concluded that names in the Interplanetary Internet should
consist of a tuple that contains the administrative part plus a
routing part. These nanes nust be carried end-to-end throughout the
Interplanetary Internet. The routing part serves the purpose of the
new top-1evel donmin described above, except that it is not required
to conformto the nam ng conventions of the Domain Nane System (i.e.
it may be numeric rather than textual), it nmay be hierarchically
organi zed, and it nust be routed. This requires us to develop the
means for conputing and distributing routing infornmation, but
relieves us froma dependence on the rel ati onship between

adm ni strative names and network topol ogy.

3.1.2. The Routing Part of an IPN Tuple lIdentifies an Internet

The routing portion of the nane identifies an | PN Region. W
envision the PN as a "network of Internets”, and the I PN Region, to
some extent, allows us to route to a particular Internet. The use of
an | PN Region is an explicit formof aggregation that is not

ot herw se possi bl e using adm ni strative nanes.

It is necessary and sufficient that the adninistrative portion of an
I PN name be resolvable to a useful address within its I PN Region. W
are currently treating the structure of the routing part of the nane
in a manner simlar to the structure of DNS nanes: the nane space of
the routing part is a tree of text |abels separated by "dots," with
the root node of the space having a null label. W denote a nane in
the IPNin the follow ng manner: {adm nistrative part, routing
part}. So, if "earth.sol" were an | PN Regi on enconpassing the entire
Earth, the web site for the Internet Society's |IPN Special |nterest

G oup woul d be { ww. ipnsig.org, earth.sol}.

In order that any node in the | PN be able to send data to any ot her
node, the routing part of the name nust be interpretable everywhere.
That is, any | PN node, when confronted with any valid I PN Regi on
nane, rmust be able to identify a transport |ayer destination that
nmoves the data toward that region

3.1.3. The "Bundl e Layer" Termi nates Local Transport Protocols and
Qper ates End-to-End

In the PN, we cannot ever assune that there is direct connectivity
bet ween source and destination. That is, we cannot assune that bits
emitted by a source can travel, delayed only by routing and

transm ssion delays, to the destination. There nay be any nunber of
reasons for this, ranging from physical (the destination is on the
far side of a distant planet and can't comunicate w th anything
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right now), to schedule-related (a required IPN gateway is currently
serving other custoners), to admnistrative (the source is only on
during the day, the destination only during the night). For the

| ong- haul 1inks of the backbone, information will alnost certainly
have to be stored for some ambunt of tine as the antennas used for
the long-haul links will alnost surely be highly directional

Thus dependi ng on the schedul es of the nodes involved and the
possibility of high-priority interrupt traffic, the nodes that nake
up the IPN may have to buffer data for hours, days, or weeks before
it can be forwarded. Also, the highly varying conmunications
environments that will make up the IPN, ranging fromoptical fiber on
Earth to wirel ess comunications around Mars, to the I ong-haul |inks
of the backbone, suggest that different transport protocols wll be
needed for the different environnents. It makes sense, therefore, for
the PN nodes to ternminate the transport-layer protocols used in the
respective I PN regions, holding data at a higher |ayer before
forwarding it on, possibly using a different transport-|ayer

pr ot ocol

We call this higher layer the "bundle |ayer," and the protocol used
to send data between the various nodes of the IPN the "bundle
protocol." The term "bundle" is used to connote the store-and-
forward aspect of communications where as nmuch interactivity as
possi bl e has been distilled out of the conmunication. A bundle file
transfer request, for exanple, might contain the user's

aut hentication (login/password, e.g.), the location of the file to
get, and where that file should be delivered in the requester's |IPN
domain. Al of this information would be transnitted as one atonic
"bundl e," and the requested file would be returned. W use the term
"bundl e" rather than "transaction" to avoid notions of two-phase and
t hree-phase conmtnent that are comonly associated with transaction
processi ng.

In traditional networking ternminology it is generally the transport-
| ayer protocol that operates end-to-end. Since |IPN nodes terninate
transport layer protocols in order to buffer data and to enabl e them
to use a transport protocol appropriate to the IPN region through
which data will be sent, it is the bundle layer in the IPN that
operates end-to-end.

It should be noted that terninating the transport protocols at the

I PN nodes decouples the internets in different 1PN regions to a
significant degree. This has the desirable effect of also decoupling
the evolutionary rates of those internets: changes in the Earth's
Internet do not necessarily dictate changes in other internets. This
is inportant in an environnent in which resources are and wll
continue to be severely constrained.

Figure 1 illustrates the progression of a bundle of data through the
Interplanetary Internet, fromits source at host "A" to the
destination at host "E." Custody transfers are indicated by
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asterisks (*), and occur at B, C, D, and EE Host "A" initiates the
bundl e transfer, and the bundle is transferred using internet
protocols (i.e., TCP and IP) to bundl e node "B", which serves as the
gateway between the left-hand internet and the interplanetary
backbone. The box icon indicates that custody of the bundle is
transferred to that gateway. Wen conditions permit, the bundle is
forwarded on to the next hop in the store-and-forward chain. |In this
case the next hop is another host within the interplanetary backbone
network: host "C'

Also illustrated in Figure 1 is the notion of a "return receipt" sent
by the ultinmate destination of the data back to the source. This is
an optional service, nmuch like a return receipt within the posta
system |f the source desires notification of delivery, that is
acconpl i shed by a separate return receipt, which is transnitted as
its own bundle, and is subject to the sane custody transfers as the
original transmssion (simlar to the fact that a postal return
receipt is, initself, a postcard). It is shown figuratively as
bypassing the forwarding path (Eto Dto Cto Bto A), but this is
simply for clarity. The return receipt is forwarded in exactly the
same manner as the original data is.

An | nternet The | PN Backbone An | nternet
- I T 4+ ommmm e e aaaas +
| |1 || |
| +---+ +-- -+ +---+ +---+ +-- -+ |
| 1 1] T /A I 11
| +---+ | +---+ | +---+ | +---+ | +---+ | |
|| :+:::::>| :+:::::>| :+::::::>| :+:::::>| | +
[T AT/ | B*|/ | C |/ | DI/ | E|/ |
|+---+ +---+| +---+ +---+| +-- -+ |
| /\ || || | | |
|| || || | | |
[ [ [ | | |
e B S + oo - - []----- +

[ | |

[ oo +

Ret urn Recei pt
Figure 1. Custody Transfers

Many aspects of this node of data transfer resenble the posta
system or even the Pony Express. The source depends on the store-
and-forward nodes in the chain to operate on its behalf to deliver
data that may not be retained at the source. Source notification
that the destination has received the data is optional, and there is
no guarantee or even any firm expectation on the part of the source
about when the data will be delivered.

Conceptual Iy, the bundl e protocol resides above the transport
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| ayer (s), and operates end-to-end between the ultinmate source and the
ultimte destination of the data. The bundle | ayer provides a nunber
of services to applications using it. For exanple the bundle |ayer
carries the source and destination nane tuples end-to-end to support
the late binding of the destination nane's adm nistrative part to an
address. The bundle layer also carries the users' specifications for
reliability, quality of service, and security. Because the

communi cati on resources are precious, it is desirable to provide
error recovery mechani snms that do not necessitate discarding of
bundl es that contain errors. W are considering adding to the
information carried in a bundl e sone information to assist in
transfer-related error handling. W are thinking in terns of active
net wor ki ng, using a conbi nation of active packets and active nodes as
a nmeans of specifying appropriate actions to take in the event of
problens in conpleting the transfer. Additionally, the bundle |ayer
provi des invoking applications with a transfer identifier that is
carried with the bundle, and is used in "return receipts." [Ref:
http://ww. consoc. or g/ pubs/ surveys/ 1q99i ssue/ psouni s. ht nl ]

3. 2. Information Carried by the Bundl e Layer

To effect the end-to-end transfers necessary in the PN, the bundle

| ayer nmust carry sonme information end-to-end. This section docunents
our current thinking on the information that nust be carried end-to-
end, and notes which of those data el enents nmay be supplied by the
application using the bundle service.

* Bundle lIdentifier: this is a nonotonically increasing nunber
that is carried in the bundle, and also returned to the
application to support return recei pt processing. It is not
necessarily a sequence nunber, and as a result, there is no
requirenent that the value of Bundle lIdentifiers increase
consecutively. The requirenent for nmonotonicity derives froma
need to provi de robustness agai nst system crashes, and therefore
must be persistent across system crashes.

* Renote entity name: this is the IPN name of the renote bundle
agent, and is a tuple, as described above. It is supplied by
the | ocal application using the bundle service.

* Source entity nane: this is the I PN name of the local bundle
agent, and is a tuple. It is supplied by the local bundle
service, since a particular host nmay have multiple nanes and one
may be chosen based on routing decisions or other criteria
opaque to the application (as in nmultihoned hosts). The source
name may be returned to the application to support return
recei pt processing.

* Authentication information: this is information, such as a
digital signature, that is passed by the application to the
bundl e | ayer to unanbi guously identify the source of the bundle.
(Just what the source of the bundle is, person, place, address,
etc. is still undecided.) This information is checked for
validity at both the source bundl e agent and the destination
bundl e agent. The authentication information may al so be used
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for access control purposes within the network.

* Source application instance handle: this is simlar in nature to
a source port number in that it identifies the sending
application. Since bundles are inherently non-interactive, the
typical use for this handle is to "reani nate" the source
application when a return receipt arrives. This could be hours,
days, or weeks after the initial transnission, so the handl e may
well be a reference to a structure that allows the application
to be reinstantiated with known state. The source application
i nstance handl e may be used at the destination as an identifier
but may al so be redundant with the end-to-end authentication
information for this purpose. This handle is supplied by the
source application.

* Destination application instance handle: this is essentially the
destination port identifier. As with ports, these nust be
known to and supplied by the source application. W have not
yet fully explored the inplications of port advertisenent across

the | PN
* Size of data: this is a statement of the size of the bundle, in
bytes. It is supplied by the source application, and is used

initially to ensure that sufficient space is available to store
the bundle for its initial transnission. Nodes receiving
transmtted bundles use this information in the same nanner: as
a means of making a deternination about the availability of
storage early in the bundle handling process. In formng the
initial bundle, the bundle |layer at the source may use the size
of data paraneter as a consistency check on the anount of data
actual ly delivered

* Handling instructions: these are paraneters supplied by the user
with the bundl e that convey the user's preferences to the
network. Qur thoughts on just exactly what these paraneters
| ook Iike are not yet firm however, our thoughts are that they
i nclude sone or all of the following: priority, quality of
service (although we are still debating what this neans in the
context of the IPN), elapsed tinme after which the content of
this bundle is neaningless (tinme to live as specified by the
user), reliability requirenments, and any error handling
information. For the nost part, these are requests, and we
perceive that the bundle | ayer may either override sone or al
of these requests or fail the request if local policy does not
permt that particular user to nake that particul ar request at
that particular tine.

* Data Descriptor: This is a reservation token that is generated
by the bundle layer. |Its detailed definition and use are stil
to be deternined.

* Time to Live: This is the tinme after which this bundle is to be
di scarded fromthe network. It is present to facilitate the
recovery of network resources and to terminate routing | oops,
shoul d they occur.

* Loose/Strict Source Route and Record: This information is
provi ded by the source application to facilitate debuggi ng of
the network. It consists of a list of nanes of |PN nodes
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t hrough which the bundl e nust pass on its way to the
destination, and our intent is that it should behave simlarly
to the corresponding option within IP

* Current bundl e custodian: the bundl e protocol supports store-
and-forward operation in which the custody of a bundle (that is,
the responsibility for ensuring reliable delivery) may transfer
fromone I PN node to another as the bundl e progresses through
the IPN. There is not a requirenent for each | PN node
encountered to assune custody of a bundle. As a result, it is
necessary to identify the upstream node that has custody of the
bundle, in order to either request retransm ssions or to accept
custody of the bundl e.

* User data: this is intended to be all of the data that the
renote entity requires to perform whatever operation is
requested. Since the environnental characteristics of the IPN
make interactivity difficult, the notion is that all of the
information that is required to performa particul ar
"transaction" would be provided in a single bundle.

3. 3. Reliability at the Bundl e Layer

Because no single transport-|ayer protocol operates end-to-end across
the IPN, end-to-end reliability can only be assured at the bundle

| ayer. At each node along an end-to-end route, the bundle-Iayer
protocol entity passes bundle data to the Transport |ayer for

transm ssion. Each bundle layer entity is highly confident that the
transport layer will successfully convey the data entrusted to it to
the next bundl e-layer protocol entity (which may "take custody” of
the data or nmerely relay it; a single hop). But failures are
possible (e.g., a host conputer does an unplanned reboot). Just in
case the highly unlikely happens and a Transport-1layer transm ssion
fails, the first subsequent node that detects the failure and is
capabl e of taking custody of the bundle will request that the prior
custodian re-transmt any m ssing data (again using Transport-I|eve
transm ssion services across, potentially, one or nore relay nodes).

The bundl e layer's confidence in the effectiveness of the underlying
Transport-layer protocols is reflected in the design of the timers
for bundle-layer reliability. These tiners are highly optimistic _
that is, they expire as |late as possible _ in order to give the
Transport protocols every opportunity to conplete reliable
transmission. The effect of this optimsmis to nininize the chance
of unnecessary bundl e-l ayer retransm ssion, which could seriously
degrade | PN performance by consum ng val uabl e bandwi dt h.

3. 4. Bandwi dt h Al l ocati on via Market Mechani sns: " Starbucks”

To pronote effective and efficient use of the IPN s scarce

transm ssion resources, sonme sort of sophisticated and adaptabl e
bandwi dth all ocation systemw || probably be needed. The schene
descri bed below is based on a free-nmarket notion of "fare-paying
packets", where at initial transmi ssion each bundle is issued a
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"draft" on sone snmall percentage of |IPN resources. These resources
m ght well map back to actual nonetary funds provided by the
originator of the bundle to the provider(s) of the IPN service. The
bundle in effect pays its own way across the various |legs of end-to-
end transmission. As it traverses each hop, the bundl e spends funds
fromits original draft until either it is received or else its funds
are exhausted. |If a bundle is dropped due to insufficient funds then
the hope is that all available transm ssion resources were allocated
to bundles that were allotted nore funds and therefore were
presunmably nore inportant (to sonebody).

At the initial Send-bundl e service request, the source application
(bundl e sender) would specify total funds allocated to getting the
bundl e delivered to the destination. Total funds allocation needs to
be a function of (a) the total nunber of bytes of data and netadata
to be sent, and (b) the prices charged for each "transm ssion class,"
(sonething like First O ass, Business Oass, Econony O ass, Steerage,
Overhead Bin; etc.). The allocation should cover the anticipated
costs of traversing all the bundle hops along the anticipated route
to destination. |If the bundle nmust be split up into nultiple packets
(bindl es, segnments), the bundl e agent that perforns the split also
distributes the bundle's total funds anong individual packets. This
distribution will probably be on a prorated basis.

Al so, the source application would supply the bundl e (and, by
i mplication, each of its packets) with traveling instructions:

For each time epoch that el apses while awaiting transmn ssion from any
singl e bundl e transmi ssi on agent:

* The length of the epoch in units of time (seconds?)
* The queue (transmission class) to wait in over the course of the
epoch

For exanple: get in the Steerage queue, but if 30 mnutes pass and
you still haven't been transnmitted then pay for an upgrade to

Busi ness Cass; if you still haven't been transnmitted after 20

m nutes in Business O ass, then give up

At each bundl e transni ssion agent, each packet is handled as foll ows:

* For each of the packet's authorized tinme epochs until the packet
is transmitted (that is, initially handed to the underlying
communi cation | ayer; retention until successful custody
acqui sition by downstream agent is provided at no charge):

- If (epoch duration * packet length * agent's price per unit of
time per byte for this epoch's transm ssion class, i.e. queue)
is greater than packet's residual funds, then discard the
packet. The packet's residual funds remain unexpended.

- El se, append the packet to the requested queue. Then
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- If epoch expires before packet is de-queued for transm ssion
then charge the source application an amount equal to (epoch
duration * packet length * price per unit of tinme per byte for
queue), reduce packet's residual funds by this anount, and
start the next epoch; if no nore authorized epochs, give up

- El se, upon de-queuing the packet for transmnission, charge the
source application an amount equal to (length of time spent in
queue * packet length * price per unit of tinme per byte for
queue) and reduce packet's residual funds by this anobunt.

* Transm ssion classes _ queues _are of varying maxi nrum | ength
(the nore expensive queues are shorter) but packets in al
transm ssion classes are at the sane |evel of priority; packets
are de-queued in round-robin fashion to ensure that no class is
al together starved for service. Because First Class is a
shorter queue than Business O ass, packets that pay for First
Class spend less tine waiting.

* Separately, an Energency queue is provided for systemcritica
packets. Everything in the Emergency queue has higher priority
than everything el se, so nothing el se gets transmtted until the
Enmer gency queue is enptied.

Peri odi cally, each bundl e protocol agent reports aggregate charge
anounts back to the source applications and also to sone centra
accounting authority ["the bank", nominally based on Earth]; this is
a separate application-layer protocol. Wen the central authority
determines that a source application is out of funds, it reports the
source application's bankruptcy to all bundl e agents; fromthat tine
on, all service requests and packets received fromthat source
application are rejected.

Al though this particular schene nay ultinately prove too conplex to
be workabl e, we think the general principle of fine-grained bandwi dth
al l ocation could contribute significantly to the viability of the

| PN.

4. | PN Nodes

Nodes within the I PN have a nunber of responsibilities. As nenbers
in a store-and-forward chain, they have the responsibility for
resource allocation to support bundle transfers. These resources

i ncl ude, anong other things, buffer space and transmi ssion capacity.

Addi tionally, IPN nodes have the responsibility of actually executing
the bundle transfer. Reliability requirenents for bundle transfers
are specified by the using application, and include both reliable and
unreliable transfers (possibly with sone internediate, or partial
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reliability services). The IPN nodes are responsible for using
what ever reliability nechanisns exist in the underlying (transport-
and- bel ow) | ayers, and augnenting those nechani sns as necessary to
effect the required reliability.

Finally, |IPN nodes are responsible for routing bundl es between | PN
domai ns. | PN nodes may depend upon the services of the |oca
internets (or the I PN backbone) for intra-domain routing.

In this section, we first briefly state the types of |PN nodes that
we have identified, and then we provide a nunber of exenplary end-to-
end data transfer descriptions. Finally, we list the error
conditions that we have identified that may occur at the bundle | ayer
during the course of end-to-end data transfer

4. 1. Types of | PN Nodes

W identify three grades of IPN functional capability. In order of
i ncreasing scope, they are: agent capability, relay capability, and
gateway capability. Al IPN nodes are able to act as bundl e agents;
sonme bundl e agents are additionally able to act as I PN rel ays; sone
IPN relays are additionally able to act as | PN gateways

* Bundl e agents build and consunme bundles. These could be stand-
al one proxy devices or could be an operating system service
collocated with an application. The endpoints of an end-to-end
bundl e transm ssi on need not be any nore than bundl e agents,
though they may additionally have relay or even gateway
capability.

* | PN Rel ays receive bundles and forward themtoward their
destinations, either within or between |IPN regions.

* | PN Gateways reside at the interface between | PN regions. The IPN
gat eways performrouting between the | PN regions.

Othogonal to these grades of capability is the ability to take
custody of a bundle. The endpoints of a bundle transaction are
typically the initial and final custodians of the bundle. Non-
gateway relays may take custody of the bundles they receive;
alternatively, they may sinply provide nitigation of R2 effects
(signal strength |osses due to the extrene distances of

i nterpl anetary conmuni cation), but provide no custody transfer
capabilities. (In the latter case they are essentially "repeaters.")
Gat eways nornally take custody but are not required to do so.

4. 2. Exanpl e end-to-end transfer
We provide the foll owi ng exanpl e of an end-to-end transfer that
crosses nmultiple PN Regions: A host on Earth sends a bundle to a

destination on Mars. Figure 2 illustrates the network that is the
subject of this exanple _ the Interplanetary Internet in this exanple
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has five distinct regions interconnected by four I PN Gateways. This
exanpl e highlights the actions taken by the bundl e | ayer and the
interactions of the bundle layer with applications and with
underlying transport protocols.

4.2.1. Backbone connectivity

It is inportant to have sone understanding of the routing that is
required at the IPN Gateways. Unlike terrestrial conmunications, the
I PN' s | ong-haul communication links are directional, nobile, and

hi ghly scheduled. This is inportant, because directionality conbined
with mobility means that a transmitter and receiver nust track each

| Earth's Internet |
| 1PN Region: earth.sol |

| oo |
tmmmm e [ ]------- +
+---+ |
|GW +
R | 2 |/--------- +
| oo |

| The "Backbone" |
| PN Region: ipn.sol

+-- -+ +-- -+ +-- -+
/ [------ / l------- / /|
+---+ | +--+ | +--+ |
lgwW +  |EWwW AT
LR | 3/ +---| 4 |/[----- + | 2 /- +
| +-- -4+ | +---+ | +---+
| Venus's Internet | | Jupiter's | | Mars's | nternet
| 1PN Region | | Internet | [ | PN region:
| venus. sol | | I'PN Region | | mar s. sol
R + | jupiter.sol | e +
o +

Figure 2. An Interplanetary Internet of Five |IPN Regions

other in order to establish and maintain a comunication link. In
the PN, much of the nobility is due to orbital mechanics and is
therefore relatively predictable. However, this neans that nodes
that we would normal ly consider to be fixed, such as antennas on the
surface of the Earth, are actually highly nobile as a result of the
Earth's rotation and its revolution around the Sun. (In this
exanpl e, we confine ourselves to our |ocal solar system and do not
consider the notion of our sun relative to celestial bodies outside
our solar system) W can describe the predictable aspects of node
mobility with an epheneris, a table of the positions of celestia
bodies at specified intervals of tine. Both a directional sender and
recei ver nmust know the other's position in order to establish a link
between the pair. |n addition, these comunication resources are
highly scheduled. It is not sufficient for a receiver to point at a
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prospective target and just wait _ for exanple, a terrestrial node
will typically have to point at several targets sequentially, and an
interplanetary node will typically not have enough power to just wait
for incom ng nessages. Rather, a schedule of comunication
opportunities nust be cal culated and then refined with planned
communi cati on instances. A communi cation opportunity establishes
that the endpoints could establish a link if they were pointing at
each other at the proper tines. W refer to a planned comunication
i nstance as an agreenent (although not irrevocable) between the two
parties to establish contact and comuni cate for a defined period of
time. The protocols for establishing the schedule of conmunication

i nstances between all pairs of possible comunicants will evolve --
fromsonmething primarily done manually to sonething nore autonated as
the Interplanetary Internet grows.

The schedul ed nature of connectivity in the Interplanetary Internet,
particularly across the deep-space links, nmeans that at the tinme of a
bundl e's arrival at an I PN Gateway, sone or all of the possible

out bound routes may be "down." The gateway nust store the bundle
until the appropriate link is available and then transnit the bundle
over that link. ©One of the fundanental differences between the
Interplanetary Internet and the terrestrial Internet is this inherent
use of store-and-forward nechanisns in routing bundles. Wth that
in mnd, let us consider the routing decisions nade at sone of the

| PN Gateways in Figure 2

4.2.2. 1PN Gateway routing

Bundl e routing at an I PN gateway will typically have to deal with a
m x of continuously available links and internmittently avail abl e
links. Routing across a continuously available link is a relatively
straightforward activity. Routing in the presence of intermttently
avail abl e 1inks can be significantly nore conpl ex, as the gateway
will need to decide not only the next hop destination but also the
time at which to send the bundle. Conditions elsewhere in the
network may make it nore desirable to send a bundle to a next-hop
destination that is not yet accessible, even when an alternative
route is currently available. The routing function in |IPN Gateways
and other | PN nodes that have intermittent |inks has three distinct
parts: the contact scheduler, the route evaluation algorithm and
t he di spatcher al gorithm

Figure 3 illustrates the relationship of these functions with each
other and with other elenments of the communication protocol suite.
The contact scheduling application establishes the schedule for
conmmuni cating with next-hop neighbors. The inplications of this
scheduling activity are broad _ orbital nechanics, resource
managenment onboard the spacecraft, prospective conmunications | oads,
and so forth all play a role. Because spacecraft resources nust be
coordi nated anong all functions (not just comunications), this is
typically going to be part of a |arger resource nanagenent
application (interactions with functions such as pointing and power
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control are not shown in Figure 3, but are present nonetheless). It
is very likely that the contact scheduler will *not* be local to the
bundl e node, but rather a centralized function that distributes a
contact schedule to I PN nodes that performrouting. This may change
in the future to a distributed contact scheduling algorithm but for
the foreseeable future, this will not be the case. The product of
the contact scheduler is a schedule of planned contacts, durations,

expected data rates, etc. It is intrinsically link-state in nature.
o e e e e e e e e e aa oo +
| User Applications |
o m e e e e e e i e e aaa o +
o m e e e e e e ie e aaao o + E R +
| e o |
Foemmo-- - + | [ Bundl e Transport | ] | Policy
| Contact | | R e + |
| Schedul er| | T L + e +
oo o | |
| I e ] |
Y | [ | Dispatcher [<----mmmmm--- +
[------- \ | | Algorithm |1 | Foeee - +
<Schedul es>- - - - - >| | | 1 | /------ \ | Rout e |
Voo - - I | LR + | <--< Routes ><-|Eval uation
| | Bundl e Routi ng | ] \------ / | Al gorithm |
| o e e e e e e oo + Fomm e - +
| Bundl e Agent Functions [
o e e e e e e i e e oo +
o m e e e e e i eeaa o +
| +------ +  A------ +  A------ + |
| | TGP | | WP, | | LTP | |
| +------ +  A------ +  Ae----- + |
[ +  4------ + |
|| P I
[ R + - + |
o m e e e e e e aaaa o +
o e e e e e e e e e e o oo +
| Link and Physical Interfaces
o e e e e e e e e e aaaa o +
Figure 3. IPNrouting applications and their relation to other

comruni cati on functi ons.

The route eval uation application exchanges information with al
first-hop nei ghbors (we hope this occurs infrequently) to build a
general picture of the I PN beyond the first-hop neighbors. W
currently viewthis in terns of a distance-vector representation, but
with netrics such as the expected delay to the destination |IPN region
and average aggregate data rate to the destination IPN region. The
mechani cs for building these netrics are still in devel opnent.
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The di spatcher algorithms accepts routing requests fromthe bundl e
transport layer and builds a "manifest" for each next-hop contact
that is subsequently consunmed by the bundle routing layer. The

di spat cher application consunes sone or all of the following in

deci ding how to schedul e bundl e transm ssions: the contact schedul e,
the routing information, |ocal policy information, and the per-bundle
specifics provided by the bundl e transport |ayer (such as bundle
destination, length, priority, time-to-live, and possibly
"Starbucks"-related information). W envision a fanily of different
di spatcher algorithns, operating as "plug-ins," that provide
different | evels of sophistication in the scheduling function to suit
different needs. The sinplest versions of the dispatcher m ght just
consi der destination to schedul e the bundle on the soonest-possible
out bound contact. Mre sophisticated versions night consider
priority, bundle length (to preserve atomcity), and tinme-to-live
requi renents. O hers could support the Starbucks nodel or apply
optimization techniques to attenpt to inprove the use of each
contact.

The following is a conceptual description of what happens: when a
bundl e arrives at the bundle | ayer and needs to be routed, the bundle
routing function posts a request to the dispatcher, noting the
destination, length, priority, time to live, etc. of the bundle to be
routed. The dispatcher integrates this bundle into its manifest and,
at the bundle's transmission tine, inforns the bundle routing
function to send the bundle to the appropriate next-hop destination

4.2.3. Systens participating in exanple bundle data transfer

Figure 4 is a revision of Figure 2 to highlight those portions of the
Interplanetary Internet that participate directly in the bundle
transfer example. Also shown in Figure 4 are the source and
destination for the bundl e data transfer, and the Domain Name System
equivalents in the terrestrial Internet (DNS 1), in the |IPN
"Backbone" (DNS 2), and in the Mars Internet (DNS 3). This figure
will serve as the basis for the followi ng bundl e data transfer
exanpl e.

Table 1 provides the full host names of each of the primary el ements
in Figure 4.
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syst ens.

/ /]
. +---+ |
+---+ Earth's Internet | DNS| +
/ /|1 PN Region: earth.sol| 1 |/
+---+ | +---+ +---+
| SRQ +--------- N +
Y oo |
+---+ |dwW +
Fome oo | 2 [/--------- +
| oo |
| The "Backbone” |
| PN Region: ipn.sol |
+-- -+ +- -+ +-- -+
/ A / /| / /]
+---+ | +--+ | +--+ |
| DNS| + |GW + | DST| +
| 2|/ | 2 |/------------- [ [/ +
+---+ +---+ +---+ |
[ Mars's | nternet |
+--+ | PN region: [
/ /] mar s. sol |
R e +
| DNS| +
| 31/
+---+
Figure 4. Interplanetary |Internet show ng principal
Table 1. Host nane tuples.
R o e e e e oo oo Fom e e e e e e e e e oo +
| Host | 1PN Regions | Host name tuples [
- - T T +
| SRC | earth. sol | {src.jpl.nasa. gov, |
| | | earth. sol } |
N e oo +
| 1PN GW | earth.sol [ {i pngwl. jpl . nasa. gov,
| | [ earth.sol} [
| | ipn.sol | {ipngwl.jpl.nasa.gov, |
| | | i pn.sol} [
N e oo +
| PN G W | ipn.sol | {i pngw2. nasa. mars. org,
I I I i pn. sol} |
| | mars. sol [ {i pngw2. nasa. nars.org, |
| | | mar s. sol } |
S e o - +
| DST | mars. sol | {dst.j pl.nasa. gov, [
| | [ mars. sol } [
S e T +
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4.2.4. Step 1: Bundle creation and first-hop transnission

An application on the source host in Figure 4 has data that it w shes
to send to the destination on Mars. The exact content of this data
is opaque to the bundle transfer, but assume that it contains all of
the informati on necessary to acconplish some desired function. That
is, assunme that application-specific instructions for storage,
handl i ng, error processing, and disposal acconpany whatever data
object is to be operated upon. The application invokes the bundle
agent, supplying it the information shown in Table 2.

Table 2. Information passed from source application to bundle
agent .

S o e e e e e oo - o e e e e e e e e e e +
| ITtem | Val ue | Description

R e e e e e o - T +
| Destination | {dst.jpl.nasa.gov, | |IPN Name tuple of the |
| host nane | mars.sol} | destination |
S o e e e e e oo oo o m e e e e e e e e e e e oo +

Desti nati on 0x00000008
application
i nstance

| | Simlar to port nunber. Can
I I
I I
| handl e |
| I
I I

I

| be "well-known" (i.e., |
| identify a daenon) or |
| "epheneral" (i.e., identify

| a running, suspended, or

| hibernating process |

| Source | Ox1763421A | Value used to identify the

| application | | appropriate instance of the

| instance | | source application for |
| handl e | | response processing
S Fom e e e e oo - o +
| Handling | Reliable delivery, | The services requested from

| instructions| normal priority, | the bundle |ayer.

| | data obsolete in 36 |

| | hours. |

S S o +
| User data | NA | |
S e e e e e oo - i +

The bundl e agent creates a bundle and stores it in persistent storage
(on disk or other non-volatile nmenory). There are sone fields of the
bundl e header that the bundle agent must supply: the Bundle
Identifier, the Source Host nane tuple, the Custodian nane tuple, and
the tine to live. (The application nmay state a tine after which the
data are obsolete, but the actual tinme-to-live field in the bundle
header uses the application's data in conbination with network
restrictions on time-to-live to initialize this field properly.) The
bundl e agent's routing function requests a route fromthe dispatcher
application, and receives next-hop destination information and source
information. (Since a host nmay reside in nmultiple | PN Regions, the
source host nane tuple is a function of the outbound route sel ected.
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The bundl e agent uses this information to conplete the Source Host
and Custodi an name tuples prior to transm ssion.)

Note: For hosts that have continuously avail abl e comuni cati on
resources, it is likely that an optinization would be inplenented to
reduce the required interaction with the di spatcher application. In
this instance, the bundl e routing function mght consult a | oca
routing table before contacting the dispatcher, and only requesting
routing information fromthe dispatcher if there is no appropriate
entry in the routing table.

The bundle in this exanple is destined for the "mars.sol" | PN Region
(per Table 1). The dispatcher (or routing table) deternines that the
proper next-hop destination for the nars.sol region is

{i pngwl. jpl.nasa.gov, earth.sol}, and that the appropriate transport
protocol to use is TCP. The bundl e agent consults the Terrestrial
Domai n Name Server to resolve ipngwl.jpl.nasa.gov to an |IP address,
establishes a TCP connection with ipngwl, and transfers the bundle to
it. The bundl e agent at the source retains a custodial copy of the
bundl e in persistent storage.

4.2.5. Step 2: Bundle processing at first-hop destination

When the I PN Gateway {ipngwl.jpl.nasa.gov, earth.sol} receives the
bundle via TCP, it stores it on persistent storage (disk). The
bundl e agent consults the dispatcher, and is infornmed that the
appropriate next-hop destination is in the "ipn.sol" |IPN Region:

{i pngw2. nasa. mars.org, ipn.sol}. The dispatcher provides the tine at
whi ch the bundl e should be transmitted, at which time the contact
schedul er and its associated functionality will ensure that there is
a contact with ipngw2 via the Long Haul Transport Protocol (LTP). In
considering alternative contacts for the bundle, the dispatcher
checks the time-to-live in the bundle, which was 36 hours fromthe
time of initial subnission to the bundle agent at the source, to
ensure that the route selected is consistent with the tinme-to-live
requirenents of the bundle. The bundle transport functionality of
the bundl e agent in ipngwl accepts custody of the bundle, updates
this information in the bundl e header, and informs the source that
has done so. The sources bundl e agent deletes its custodial copy of
the bundle. When the tine indicated by the dispatching function
arrives, the bundle is transnmtted via LTP to the | PN Gateway t hat
connects the ipn.sol Region with the nars.sol Region

{i pngw2. nasa. mars.org, ipn.sol}.

4.2.6. Step 3: Bundle processing at gateway to destination | PN Region

The Mars gateway, {ipngw2.nasa.mars.org, mars.sol}, receives the
bundle fromthe Earth gateway via LTP. It stores the bundle in
persi stent storage and accepts custody of the bundle, signaling back
to the Earth gateway that it has done so. Wen the notification of
acceptance reaches the Earth gateway, ipngwl deletes its custodial
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copy. The Mars gateway consults its dispatcher application to find
an out bound contact to forward the bundl e over. The dispatcher
returns an indication that the appropriate next hop is the
destination itself, that the proper transport protocol is TCP, and
that the destination is accessible i mediately. The gateway verifies
that the tine-to-live has not expired, and forwards the bundle to the
destinati on.

4.2.7. Step 4: Bundle processing at destination

The destination bundl e agent receives the bundle via TCP, stores it
on its own persistent storage, and accepts custody of the bundle from
IPN GW2. The bundl e agent "awakens" the destination application
process identified by the Destination Application |Instance Handl e.
This may involve creating a new i nstance of a server froma daenon
process, signhaling an idle running process, or reinstantiating a
process that has been suspended with its state stored on persistent
storage. (The specifics of this are system dependent, and may have
to be robust against systemrestarts, upgrades, and mgration of
processes fromone host to another.) The bundl e agent del etes the
copy of the bundle from persistent storage when the application has
received it. The destination application may generate an
application-layer acknow edgnent in a new bundle and send it to the
source's application instance identifier (0x1763421A from Table 2).

4. 3. Error Conditions at the Bundl e Layer

This section describes the error conditions that may arise at the
bundl e | ayer during bundle creation and transport. Wen these errors
occur within the sender's I PN domain, it nmay be possible to conduct a
near-real -tine dialog to correct them before the bundle is forwarded.
We say “may be possible' because even if two nodes are in the sanme

| PN domai n, they may not have real-tinme connectivity. An exanple of
such a situation would be if a | ander were on the opposite side of
the planet fromits |IPN gateway, and used bundles to conmunicate with
the gateway through a low altitude orbiter, with the orbiter itself
serving as a bundl e agent.
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Table 3: Error conditions at the bundle | ayer

S e m e e e e eio oo - o +
| Error | Description | Places where Error can Cccur |
Femmmo o - o m e e e eeaoo - T +
| 1* | Unknown destination region| Source Bundl e Agent

AN o e e e e o e e e e e e e e e e +
| 2* | I'nvalid Source App. | Source Bundl e Agent

Fommm o - e e e e e e eiaa - i +
| 3* | Bundl e Paranmeter Syntax | Source Bundl e Agent

| | Error | |
AR o e e e e e e o e e e e e e e e e e e e +
| 4* | Bundl e Parameter Semantic | Source Bundl e Agent

| | Error [ |
S o m e e e eaaooo o T +
| 5* | I'nvalid Node Nane in LSRR | Any bundl e node

| | or SSRR | |
Fommmm o - it o +
| 6 | I'nsufficient buffer space | Any bundl e node |
Fommm o - e e e e e e e e eeeo o s e +
| 7 | DNS unreachabl e | Any bundl e node

AR, o e e e e e oo o m e e e e e e e e e e e oo +
| 8* | Time exceeded | Any bundl e node ot her than

| | | the source agent

Fomm e o - o m e e e e eea oo - T +
| 9* | Source Entity Access | Any bundl e node other than

| | Denied | the source agent

Fommmm o - Tt e +
| 10* | I'nvalid Adm nistrative | 1PN gateway serving

| | Destination Nane | destination | PN donmain
Fommm o - o e e e e e eia oo - e +
| 11* | I'nvalid Destination App. | Destination

Fomm oo - Tt e +
| 12* | End-to-end Access Denied | Destination

Feommma o - e e e e e e eie oo - T +

The errors that can occur at the bundle | ayer are shown in Table 3.
Error nunbers marked with an asterisk (*) are reported back to the
sendi ng application

* Unknown Destination Region: This error occurs when the source
bundl e agent is directed to create a bundl e destined for an |IPN
Region that is not recognized (i.e. one for which there is no
appl i cabl e route known to the Dispatcher Application). Note that
only the I PN Region part of the destination nane has to be
interpretable outside the destination's IPN Region. In
particular, the adnmnistrative part of the destination nane need
not be interpretable to the source DNS (assuning the source and
destination are in different | PN Regions), so it cannot
necessarily be checked when the bundle is created.

* Invalid Source Application: If the source application instance
handl e supplied by the source application is invalid, the source
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bundl e agent responds with an Invalid Source Application error
This m ght be the case, for instance, if the source application
provi ded an instance handl e referencing a system process for which
the application didn't have privil eges.

* Bundl e Paraneter Syntax Error: The source bundl e agent may check
the syntax of some of the bundle-creation paraneters (i.e. it may
ensure that the end-to-end and | PN access security certificates
are well-fornmed, etc.) |If a paraneter is found to be
syntactically incorrect or obviously and definitely erroneous, the
bundl e agent will report a Bundle Paraneter Syntax Error back to
the source that includes, at a mninmum the paraneter that caused
the error.

* Bundl e Paraneter Semantic Error: If the source bundl e agent can
identify a particular bundle creation paraneter as being well -
formed but unserviceable, it will report a Bundle Paraneter
Semantic Error to the source application that includes, at a
m ninum the paraneter that caused the error

* Invalid Node Nane in LSRR/'SSRR. If an invalid node nane is
di scovered in the | oose or strict source route & record, the
bundl e agent that detects the error will propagate it back to the
source application. Note that it nmay be advantageous to have
bundl e agents check the validity not only of the next hop in the
source route but as nmany entries as they can. The val ue of
checking nultiple entries would be in detecting errors as soon as
possi bl e, preferably before the bundle traversed any of the |ong-
haul 1i nks.

* Insufficient Buffer Space: If a bundle agent does not have
sufficient buffer space to accept a bundle, it drops the bundle
and generates an Insufficient Buffer Space error. Note that a
bundl e node may choose to drop lower priority bundles in order to
make room for higher priority ones. This error is not propagated
back to the source

* DNS Unreachable: If a bundle agent needs access to its DNS (or
DNS- equi val ent) and cannot obtain information fromit, it
generates a DNS Unreachable error. This information is not
propagat ed back to the source application

* Time Exceeded: If the tine-to-live field (either the source-
provided TTL or the internal bundle TTL) expires, the source is
notified with a Ti me Exceeded nessage. These errors are
propagated to the source application

* Source Entity Access Denied: This error indicates that the source
entity does not have access to a needed resource at an | PN node.
The source nmight not be authorized to use the node at all, or it
m ght not have authorization to use a particular interface
required by the bundle. Source Entity Access Denied errors
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4.

4.

indicate that the source is not authorized to use a particul ar
resource; other errors (e.g. Insufficient Buffer Space) indicate
that a particular resource is unavailable to a bundle. For
exanple, an entity on the surface of a planet night be authorized
to comuni cate, using the bundle protocol, with another entity on
the other side of the planet via a lowaltitude orbiter that is

al so an | PN gateway. The sender night not, however, be authorized
to send bundl es across interplanetary space. 1In this case bundles
sent to the orbiter destined for the other side of the planet
woul d not cause errors, while any bundles with off-planet
destination addresses would. Source Entity Access Denied errors
are propagated back to the source application

* |nvalid Administrative Destination Name: Once a bundl e has reached
its destination | PN Region, the adm nistrative part of the
destination nane can be verified. |If the adm nistrative part of
the destination name is not valid, the source is notified with an
Invalid Adm nistrative Destination Nane error nessage. As with
LSRR/ SSRR, it would probably be advantageous to check the
adm nistrative part of the destination name as soon as possible to
avoi d propagating mi snaned bundl es and error nessages across the
backbone.

* Invalid Destination Application: If the destination bundle agent
cannot instantiate the destination application (based on the
destination application instance handle in the bundle), it
notifies the source application with an Invalid Destination
Application error message.

* End-to-End Access Denied: |If the bundl e destinati on does not
accept the bundl e due to an authentication or access-contro
error, the source is notified with an End-to-End Access Deni ed
Message.

Support of existing Internet applications

There is no clean way to support "l egacy" applications in the |IPN
One mght think that application-layer proxies could protect
applications fromthe rigors of interplanetary comrmunications, but it
turns out that this is not the case, even if the appropriate tiners
(at both application and transport |layers) could be scaled correctly.
As an exanple, consider a legacy FTP client on Earth trying to get a
file froman FTP server on Mars. |If the client's connection request
to {foo.bar.com mars.sol} is sonehow coerced into binding to an
Eart h-resi dent application proxy (as can be done wi th nonstandard
nmodi fications to the terrestrial DNS) the proxy then has to negotiate
enough information out of the client to formthe bundle that will
travel to Mars. This bundle needs to include at |east:
* The client's | PN donmai n nane
* The server's nane tuple on Mars (Note that if wildcarded A
records are used to cause the off-planet server nane to bind to
the proxy, the proxy will not have a notion of the destination
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nane. The proxy will have to explicitly request the source nane
fromthe source.)

* The file to be retrieved

* Where to deliver the retrieved file to, since it probably won't be
com ng back in this session

Wiile all of this information could in principle be elicited froma
command-line client via appropriate server nessages and extensive use
of the "quote' command, there is no guarantee that other clients
(specifically QU clients) will be able to acconplish this. SMIP (e-
mail) is perhaps the only application that could possibly be tuned to
work over interplanetary distances, but even SMIP has enbedded tiners
that would have to be altered significantly before it would work

5. Security in the IPN

We do not have a detailed list of security requirenents for the
Interplanetary Internet, primarily because there currently aren't any
"users" of the IPN and few, if any, of the potential users have given
enough thought to security to commit to a set of security
"requirenments". However, we know that the Interplanetary Internet's
bandwi dth resources will be precious. W can al so safely assune that
the IPN will be a prized hacker's target (at least fromEarth). W
can also envision that there will be precious, private data flow ng
across the IPN. As a result, we assune that various security
mechani snms and services will be required to provide protection for
the bundl es traversing the IPN and for the IPN infrastructure itself.

There are two aspects to I PN security: protection of the IPN
infrastructure and protection of the data traversing the |IPN. The
protection of the IPN infrastructure is not unlike the protection
required for the Earth-based Internet infrastructure. There will be
a need to exchange routing information securely anong the | PN nodes
as well as to securely manage them For the IPNinfrastructure to
protect itself, the I PN nodes need to be nutually suspicious of one
another. That is, the IPN nodes will authenticate thenselves to each
other to ensure that they are not being spoofed by an untrustworthy
entity. One might ask if this is overkill if we believe that there
will always be a small, controlled nunber of IPN nodes (a la the
original ARPANET). However, one could equally envision that there
coul d be many | PN nodes that are sponsored and controlled by multiple
organi zations (a la the current Internet). Since we would |Iike the
IPN to easily scale, we want to build nutual suspicion and security
mechani sms into the PN architecture fromthe outset. It should be
noted that the sane nechani sns coul d be used to provide security for
both the IPN infrastructure and the data flowing through it.

5. 1. Assunptions Regardi ng Required | PN Security Mechanisns
The security mechani sms assunmed to be required for the IPN are:

* Access control
* Aut hentication
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Data integrity
* Data privacy

Access controls will be required because the | PN s space-based assets
will have limted resources avail able and because it will be a likely
target from a hacki ng perspective. By limting access to the |IPN
resources, we limt the availability of the IPNto only those users
who require its services and do not allow it to be overburdened by
those who are not authorized to access the | PN services.

Aut hentication of identity will be required to performaccess contro
medi ation. To allow or disallow access to the IPN, an assured
identity of the source of the network traffic will be needed. The
identity nmight be of an individual (e.g., a payload principa
investigator) or a location (e.g., a science payload control center
or a spacecraft control center).

Data integrity will be required to ensure that data received across
the IPNis the same data that was originally sent. This is true from
both an I PN infrastructure perspective (e.g., nanagenent data) as

well as froma user's perspective (e.g., science data, comand
sequences). Data integrity assures that any unauthorized nodification
of the data will be detectable by the receiver.

Data privacy will be required to ensure that only those who are
authorized to obtain data traversing the IPN or destined to/fromthe
IPN infrastructure will be able to do so. This nechanismis also
known as confidentiality.

In the network security conmunity, there are two well-known security
par adi gns: hop-by-hop security (also known as |ink security) and end-
to-end security. In the hop-by-hop paradigm the data to be
transmtted over the network is protected on a hop-by-hop basis.

That is, the data is protected at its source, but in order to be
routed to its final destination, it nust be unprotected at a trusted
routing point (e.g., a ground-based gateway, an |PN gateway) in order
to be exam ned for onward routing. The trusted routing point nust
then re-protect the data and forward it on to its next routing point.
Each successive hop point nust unprotect and re-protect the data
until it reaches its ultimate destination. A negative aspect of this
security paradigmis that, depending on how the protection is
applied; the data might be conpletely exposed while in the gateway
(hence the termtrusted gateway). This neans that the data is
potentially vul nerabl e to unauthorized nodification and unauthori zed
di scl osure.

The end-to-end paradi gm does not enpl oy trusted gateways. Rather, it
assunes that the path between the source of the data and its
destination is hostile and cannot be trusted. As a result, the data
is protected at its source and is not unprotected until it reaches
its destination. However, in order for this schene to work, routing
i nformati on nust renmin unprotected so that the internedi ate gateways
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are able to deternine howto forward the data w thout having the
opportunity to read or change the data.

One problemwi th the end-to-end paradigmis that it can only work
across a network where there are end-to-end protocols (e.g., TCP)
There has to be a protocol below the data that provides the ability
to route. One exanple of this is the Internet Engineering Task
Force's (I ETF) Internet Protocol Security Protocol (IPSEC). The

| PSEC Encapsul ating Security Payl oad (ESP) protocol provides an end-
to-end security service between the IP and TCP protocol |ayers.

However, in the IPN, as has already been discussed earlier, |IP and
TCP are not necessarily carried end-to-end protocols. Rather, those
protocols can/will be terminated in a local internet (e.g. a ground
segnment on earth or another celestial body) and not carried end-to-
end through the IPN. The data will be carried end-to-end via the
bundl e protocol that would in turn, be transported by other |IPN
protocols (e.g., LTP, TCP) using the pony express nodel.

Since the I PN nmust be structured on a store-and-forward basis, and
since users may not trust the |IPN gateways, solutions such as | PSEC

cannot be enployed. |In order to provide an end-to-end |ike security
solution, security nechanisns can only be applied to the data and not
any ot her protocol |ayer(s) below the bundle protocol. This is the

way the Secure Sockets Layer (SSL) (now being specified within the

| ETF as the Transport Layer Security (TLS) protocol) and secure enail
techni ques such as S/M M and QpenPGP work. I n essence, security
services are only applied to the data portion of a packet, |eaving
all of the packet's protocol headers in the open and avail able for
use by internediate systens. For exanple, to transmit the string
"hell o worl d* across the Internet would entail encapsul ating the
string into a TCP header, an |P header, and a nedia access (MAC)

| ayer header. To provide end-to-end security services, only the

payl oad ("hello world") would have security services applied to it
(e.g., it nmight be encrypted to provide privacy/confidentiality).
However the TCP, | P, and MAC headers would all remain wthout
security services applied to them |n conparison, when using | PSEC
ESP, the TCP header woul d have security services applied to it to
protect it as well as the payload data. And if it were operating in
"tunnel " node, ESP woul d encapsul ate the entire payload - the TCP and
| P headers - inside of an | P packet.

G ven that data will be transported across the I PN in bundles using
an email -1ike paradigm borrow ng technology fromenmail security is a
solution for the IPN

Secure Emmil Technol ogy

Since secure electronic mail operates in a non-interactive node, and
since both comuni cating parties have not necessarily conmuni cat ed

wi th one another previously, a technique different than used by | PSEC
was devel oped. One way in which email could be securely w apped
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(e.g., encrypted and/or digitally signed) is via through the use of
public key cryptography. Using this technology, an enmil sender
woul d use the public key of the intended recipient to encrypt the
payl oad (i.e., the nmessage) and the recipient would use its private
key to decrypt the payload. Likew se, the sender could digitally
sign the nessage (in order to authenticate the nessage) using its
private key and the recipient would verify the nessage's authenticity
usi ng the sender's public key. However, there are two problens wth
this scheme for the I PN

The first problemis that public key cryptography is quite
consunptive of processor power. Therefore, the comobn practice is to
use symetric key (i.e., shared secret) algorithns for |arge anounts
of data. Wth changes in technol ogy, this problem my di sappear, at
| east for earth-based systems. However, it is not clear that space-
based assets will catch up as quickly. The second problemis that
public key cryptography is consunptive of bandwi dth. A public key
exchange technol ogy that allows two communicating entities to derive
a shared symmetric key by virtue of knowi ng each other's public keys
and exchangi ng sone randominformation is known as a Diffie-Hell nman
exchange. However, the exchange of information nust be perforned in
a near-real-tine environment so that the shared key can be used to
encrypt transmssions. This is not practical in the PN since there
are no real -tine exchanges of data on an end-to-end basis.

However, the secure enmail comunity has realized that they al so
operate under a pony-express nodel. The secure enmail comunity has

al so realized that secure email may be sent to entities with which
one has not previously conmuni cated. Therefore, there needed to be a
base-| evel expectation of a comobn, nininmal set of security services
that both sides could use

The general technique used by the secure enail conmmunity is that the
sending entity deci des what security mechanisn(s) to enploy (e.g.
encryption for confidentiality, digital signature for authentication
and integrity, or both). |If the data to be sent via email is to be
encrypted, the sender generates a randomkey that is used to encrypt
the data and the data is encrypted. The sender then either has in
its possession the public key of the receiver, or queries a public
key server (e.g., a public key infrastructure or PKI) to obtain the
receiver's public key, which would be contained in a digita
certificate. At the expense of additional bandw dth, the sender can
transmit its digital certificate in the enmail nessage, which the
recei ver can verify as genui ne based on the well-known certificate
authority's signature on the certificate. The key used to encrypt
the data is encrypted using the public key of the receiver and the
message is sent. The receiver uses its private key to first decrypt
the key used to encrypt the nessage and then uses the decrypted key
to decrypt the data.

Wien a digital signature is used, the sender cal cul ates a hash of the
nmessage using a digest algorithmsuch as MD5 or the Secure Hash
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Algorithm (SHA-1). The resulting hash is then encrypted using the
sender's private key. The encrypted hash is sent along with the
message data. The receiver uses its copy of the sender's public key
to authenticate the fact that the nmessage was sent by the sender

5. 3. Application of Secure Enmmil Technology to the I PN

G ven that the IPN and el ectronic mail share the sane operational
paradigm the IPN s notion of "bundl e-space" is directly anal ogous to
a secure enail M ME body part. As was previously explained, in
secure ermail the contents of the nessage are encrypted using a
symmetric key. The actual nessage contents are "containerized"
(which can be anal ogi zed to the contents being "bundled") into a MM
body part. Additional M ME body parts are also attached which woul d
contain the encrypted symetric key and additional infornation needed
for decryption.

Therefore, the same security techniques can be applied to the IPN s

notion of "bundl e-space." It can be seen how bundl e payl oad data
carried through the IPNis equivalent to an email nessage.
Therefore, the bundl e payload data, |ike the enail nessage, can have

security services applied to it before being sent as a protected
entity via bundling across the | PN

In essence, the really difficult part of deploying an | PN security
sol ution based on secure enmil is the problem of deploying a public
key infrastructure (PKI) in the IPN. Deploying a PKI on Earth is
equal ly difficult as can be seen by the continuing problens faced in
the various PKI pilot programs currently underway.

On Earth, the problemis how do conpeting PKlIs cross certify public
keys and who acts as the root certification authority? (PKlI is based
on a tree hierarchy where a root certificate authority's public key
is well known in order to certify public key certificates). On
Earth, when a user does not have the necessary public keys, the user
can go off to a public key certificate server to obtain the needed
certificates which contain digitally signed (i.e., certified and

aut henti cated) public keys. In the case of email, the sender can
attach its public key certificate as a MM body part. The receiver
then validates the digital certificate and uses it to obtain the

i nformati on contained in the nmessage. Eventually, a cache of digita
certificates is forned containing the infornmation needed to securely
communi cate anong a cadre of entities w thout having to resort to the
use of a key/certificate server

The I PN, however, will not have the |luxury of being able to query on-
line PKI certificate servers (at |least not in the sane sense as is
bei ng contenplated on Earth). The problemis very nuch anal ogous to
the one with the Domain Name System (DNS). When a user sends a
secured "bundle" to an IPN entity on another celestial body, we would
not want the receiver to have to first query a PKI for a public key
certificate on Earth to obtain the receiver's public key. A loca
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PKI m ght exist. However there is the issue of the dynam c nature of
such a server and the high likelihood that it would quickly drop out
of synch. It would seemreasonable that the public key certificates
of the various space-based entities would not change often, but this
coul d not be said about the Earth-based entities.

An eart h-based sender may be able to query a certificate authority to
obtain a certificate for an PN entity not |ocated on earth.

However, an IPN entity in space sending a bundle would not be able to
performsuch a query. Therefore, it would appear that a set of pre-
pl aced, cached certificates containing the public keys of those |PN
entities that are expected to be conmmuni cated with woul d make sense.
In addition, an |IPN sender should always include its public key
certificate as part of the bundled transm ssion across the IPN as is
done using secure email. This would "cost" us in terns of bandwi dth
(a typical X. 509 public key certificate is about 1K bytes in size but
can be larger when certificate chains are included). However, by
including the certificate, we can be assured that the receiver wll
not have to use any additional bandwi dth, or incur any additiona

del ays in nmaking use of the transnitted data.

5. 4. Protecting I PN Data and the | PN Backbone Infrastructure

The PN will have few and precious resources. Therefore, not only
the user data flowing across the IPNwill require security services -
the backbone infrastructure itself will require sinmlar services. In
order for the IPN infrastructure to be self-protecting, it nust be
built using the paradi gm of nutual suspicion. Mitual suspicion
requires each entity of the IPN to not assume that another IPN entity
with which it is conmunicating is a "friendly" entity. That is, it
shoul d not assume that the IPN entity is who it clains to be without
a verified neans of identification. Based on a verified identity,
access controls can be performed to allow or disallow conmuni cations
bet ween entities.

Infrastructure informati on such as routing updates, node nanagenent
information, distribution of digital certificates, and certificate
revocation lists need to be protected from unauthorized nodification
and potentially from unauthorized disclosure. The |IPN nodes woul d
use the sane nmechani snms as are used to provide protection for user
data - nanely the security services available to a bundl e aware
application (e.g., a "bundle-agent").

A bundl e aware application woul d encrypt and/or digitally sign the
IPN infrastructure payload to be transmitted to another | PN node.

The signed and/or encrypted payl oad woul d then be presented to a
bundl e-agent that woul d prepare the payload data to be carried across
the IPNin a bundle. Potentially, the bundl e-agent might also sign
and/ or encrypt for hop-by-hop security protection, which would allow
each bundl e-agent receiving the bundle to authenticate the identity
of the transmtting bundl e-agent. This nechani sm provi des the
ability to ensure that no other entity can nasquerade as a rogue
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bundl e- agent .

The bundl e- agent residing at a ground-based | PN gateway shoul d check
the signature of the bundl e payload to performan access contro
check to limt access to the IPNonly to those who are authorized to
use it. The access control check can be acconplished via an access
control list.

Finally, the receiving application would nmake the final security
checks before accepting the data payload fromthe final receiving
bundl e-agent. Should all the final checks succeed, the receiving
application would then be free to consunme the data.

6. Building a Stable Backbone for the IPN

Just as the performance and capability of the terrestrial Internet
are largely determned by the capacity and stability of its backbone
links, so will the performance and capability of the Interplanetary
Internet depend in large part on the capacity and stability of the

i nterplanetary backbone.

By "backbone" we nean a set of high-capacity, high-availability links
bet ween points of access to high-activity subnets. 1In the
terrestrial Internet, backbone links are typically between the high-
activity subnets for cities such as Houston and Chicago. |In the
Interplanetary Internet the backbone links will be between the high-
activity "subnets" for planets such as Earth and Mars.

But the | PN backbone will differ fromfamliar terrestrial backbones
in several inportant ways.

* The nmedia by which information is transmtted obviously differ
Terrestrial backbone |inks used to be copper wire and are now

optical fiber. |In the Interplanetary Internet, all information
will be via radiation _ either RF or optical _ through enpty
space.

* The nature of the connectivity between backbone points of presence
(POPs) will be fundanentally different. Terrestrial |nternet
connectivity is structural and relatively static: nodes are
physically attached to fiber. Interplanetary Internet
connectivity will be operational, directed, and highly dynanic
radi ation nust be directed at the right nonment toward nodes that
are prepared to detect it, and the transmtting and receiving
entities will be in continuous novenent relative to one anot her.

* The costs of deploying, repairing, and upgrading infrastructure
wi Il be much higher for the interplanetary backbone than for
terrestrial backbones.

* The costs of configuring, operating, and nmanagi ng the
i nterplanetary backbone will likely be sonmewhat hi gher than for
terrestrial backbones. One factor in this is the scarcity and
hi gh cost of electrical power at |IPN nodes depl oyed off Earth.

* Perhaps nost inmportant of all, the distances between nodes of the

Cerf, et al. [Page 43]



6

1.

i nterplanetary backbone will be vastly greater than the distances
bet ween nodes of terrestrial backbones _ so great that the speed
of light beconmes a very significant constraint on backbone
operati ons.

Backbone Desi gn Consi derations

The differences described above inply two general constraints on the
design of the interplanetary backbone.

1.
Bandwi dth is not free, or even cheap. Reliable delivery cost per
bit will be far higher across the interplanetary backbone than
across any terrestrial backbone, so bandw dth nust be thoughtfully
al l ocated. Both retransnission and forward error correction
coding contribute to reliable delivery, but both cost bandw dth;
we nust seek a bal ance between the two that minimzes overal
over head.

Interactive protocols don't work, at |east not well. Negotiation
__connection establishnment, flow control, congestion control _ can
easily take so long as to consune all available transm ssion tine.
Rel i abl e, in-order streamdelivery can be so severely del ayed by
retransm ssion latency as to be operationally usel ess.

These design constraints, in turn, nust be accomvdated at four
| ayers of the protocol stack.

At the physical layer, the relevant research is in radiant RF or
optical communication. The physical infrastructure of the

i nterplanetary backbone consists nainly of antennae, many of them
mount ed aboard orbiting or |anded spacecraft, rather than cable in
buried or undersea conduit. 1In the near to nediumterm the
principal elenments of this infrastructure will be Earth-based
tracki ng stations, such as NASA' s Deep Space Network, and the planned
"Marsnet" of lowMars orbiters plus a possible areostationary relay
satellite. 1In the long termthese assets m ght be augnented by
optical communication satellites orbiting Earth and/or other

pl anetary bodi es, and perhaps by additional relay satellites
positioned at the LaG ange points of planetary orbits (possibly using
sol ar sailing technol ogy for autonomous station-keeping).

Al though this infrastructure will not be subject to some of the
probl enms of terrestrial backbones _ for exanple, we needn't worry
about backhoes cutting through underground fiber _ there will be

ot her chall engi ng operational issues. Accuracy in pointing and
transm ssion scheduling at the backbone antennae will be critical to
assuring the nost efficient use of these assets. This nmeans that all
el ements of the interplanetary backbone infrastructure nust share a
common under standi ng of (a) one another's orbital dynanics and (b)
the current time. The latter argues for the inportance of reliable
space-borne cl ocks, together with a protocol for frequent correction
of clock drift based on current navigation data.
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Moreover, there will be tines at which connectivity between a given
pai r of backbone antennae will be inpossible due to the interposition
of large, radiant planetary bodies _ or worse, the sun. These
occultations will be predictable, given good nodels of orbita
dynanmics, but will nonethel ess necessarily constrain the manner in
whi ch data fl ow t hrough the backbone.

At the link layer, the design issues are somewhat |ess exotic. The

i nterplanetary backbone will require link protocols that mninze
overhead and that have no inherent expectations of |ow noise or |ow
poi nt-to-point transm ssion |atency. CCSDS protocol standards such
as Proximty-1 are plausible candi dates. They support robust encodi ng
to reduce bit error rates, at some cost in bandw dth consunption

Qur current thinking is that no interplanetary backbone functionality
will be required at the network layer. The reason for this is that
we expect the endpoints of transport-|layer protocol on the backbone
to be in direct line-of-sight contact as di scussed bel ow, since there
will be no intervening nodes to route through, there will be no need
for routing functionality at the network layer. [Selection of
endpoints for point-to-point transport-layer conmmunication does
indeed imply the need for routing and network functionality, but this
requirenent is addressed at the Bundling | ayer above Transport.]

Finally, the general constraints on the design of the interplanetary
backbone mandate constraints on the protocol used at the transport

|l ayer. The TCP transport protocol used in both the backbones and the
subnets of the terrestrial Internet _ and of other planetary subnets
of the IPN _ will not be suitable: connection negotiation and in-
order streamdelivery are inconpatible with the enornous distances
bet ween nodes of the interplanetary backbone.

As noted earlier, the bundle protocol residing just above the
transport layer is by nature relatively optimstic about transnission
success but it must have transport-layer-like properties, i.e., it
must be able to recover fromtransm ssion failure at |ower |ayers

The capacity for tineout detection and custodi an-t o-cust odi an
retransm ssion has to be built into it.

However, the bundle protocol's structural optimsmwould result in
poor performance if such a capacity were exercised frequently. That
optimsmhas to be justified by the general trustworthiness of |ower
| ayers:

* When the bundl e protocol runs over TCP in a depl oyed internet,
TCP's own retransm ssion regine autonmatically recovers fromerrors
in the network and link layers, and only a failure in TCP itself
will trigger retransm ssion at the bundle |ayer

* When the bundl e protocol is operating over interplanetary

di stances, a simlar level of trustworthiness nust be provided by
a new interplanetary transport protocol
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This protocol will necessarily be very different in operation from
TCP. For exanple, connection tine within the interplanetary backbone
will be too rare and valuable to squander in waiting for reciproca
traffic of any kind. Consequently the basic nbode of operation in the
interplanetary transport protocol will be asynchronous: data will be
i ssued continuously throughout each epi sode of connectivity, with
return traffic _ acknow edgenents and coordi nati on nessages _ natched
up to the corresponding original data as it arrives. Data wll
arrive at the final destination out of order (because retransnitted
data will arrive late); in many cases, even out-of-order delivery to
applications maybe preferable to waiting the m nutes, hours, or even
days required for conplete, error-free acquisition of data.

Fortunately, out-of-order delivery due to retransm ssion delay nay be
made relatively rare by forward error correction at the link |ayer
Only a failure in that error correction need trigger retransmn ssion
at the transport |ayer.

Accurate timeout detection will be critical to the success of this
retransm ssion reginme. Premature tineouts would result in
unnecessary retransm ssion, consum ng preci ous bandw dth and
degrading link utilization; late detection of tineouts would del ay
both bundl e delivery and the recovery of retransnission processing
and storage resources. W believe interplanetary transm ssion

ti meouts can be detected accurately, but only when round-trip tines
can be calculated fromfirmoperational data rather than estinmated
from past experience: the extreme variability in round-trip tinme

i ntroduced by intermttent connectivity neans that the total round-
trip time for transnmission N mght be hundreds of tines greater than
that for transnmission N _ 1. The required operational data could in
theory be provided regardl ess of the topol ogical relationship between
the Transport-Ilayer endpoints, but we believe support for any node
ot her than point-to-point, direct line-of-sight transm ssion between
the endpoints will not scale. [Note that accurate clock
synchroni zati on across the interplanetary backbone is as inportant
for inplenmentation of tineouts at the transport layer as it is for
resource scheduling at the physical |ayer.]

Any nunber of blocks of transport-layer data traffic night
concurrently be in various stages of transm ssion and retransm ssion
so the aggregate storage space allocated to transm ssion state data
and retransm ssion buffers mght be very large. Mreover, |oss of
this information due to (for exanple) an unplanned power cycle could
abort any nunber of transnissions _ unlike an unpl anned reboot of a
TCP host, which will crash only the nessages that are currently being
transmtted on all open streans. For these reasons, it may well be
desirable to retain interplanetary transport protocol data in non-

vol atil e storage rather than dynam c nenory.

In sone cases a set of transport protocol agents _ e.g., the set of
relay satellites orbiting a planet _ nmay be nost useful if they can
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operate in concert as a single "aggregate" entity. By distributing
the retransm ssion workl oad across nultiple agents as they

successi vely acquire connectivity to a common peer agent, this

col l ective behavior mght reduce the total elapsed tine required to
effect reliable conpletion of a large block. If so, we'l
additionally need some sort of application-Ilayer coordination
protocol operating among the nenbers of this aggregate entity.

Fl ow control and congestion control are possibly the | east tractable
i nterplanetary backbone design issues at the transport layer. TCP's
strategi es are based on reciprocal nessage exchange that the |arge
delays in interplanetary communi cati on make generally inpractical
Al'ternative approaches remain to be discovered.

7. Deployed Internets in the IPN

W differentiate between two types of networks in the IPN: the |ong
haul backbone and depl oyed internets. The [ong haul backbone,
described in the previous section, is characterized by |ong
propagation tinmes, due to the great physical separation anong the
communi cating el enents. Its protocols are designed to operate
efficiently in |l ong-delay, intermttent-connectivity environments.
As discussed in [ref: Wiy not TCP], as delays increase, the
efficiency of the Internet suite steadily decreases unti
applications fail altogether due to enbedded tine outs.

We designate a network to be a "deployed internet” if it neets the
followi ng criteria:

* |t has connectivity to an interplanetary gateway, and through that
gateway can reach the interpl anetary backbone or other depl oyed
net wor ks.

* |t has a conmunication environment that doesn't inherently
preclude the use of (possibly enhanced) internet protocols.

* It uses the Dormain Name space as a common neans of referencing
obj ects and systens across depl oyed internets.

Thi s designation covers a wi de range of possible configurations. The
followi ng list provides exanpl es of deployed internets:

* A single |lander that hosts an interplanetary gateway and a (rea
or virtual) lander-internal network;

* A small nunber of cooperating robots on a planetary surface, such
as a single lander and a single rover;

* An orbiter, a lander, and a sanple-return vehicle conmunicating
anong thensel ves and via interplanetary gateways hosted in the
orbiter and/or the | ander;

* Multiple "cells" of robots on a planet surface conmunicating
beyond line of sight via loworbiting satellites that serve as
rel ays and as interplanetary gateways;

* Simlar scenarios as above, but with one or nore planet-stationary
satellites serving as interplanetary gateways;
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* Spacecraft-onboard networks that conmunicate with renote endpoints
via interplanetary gateways

* The earth's Internet is the initial instantiation of a "depl oyed
internet."

Applications of deployed internets in the |IPN

It is appropriate to consider the types of activities that will
exercise the deployed internets. Cdearly, we do not yet know all of
the types of applications that will be used in deployed internets,
but we do have a basic idea of sone of the types of applications that
will be used in the relatively near term In developing this notion
of applications within deployed internets, we want to eventually
develop the ability to characterize their use of the IPNin ternms of
arrival rates, data volune, latency and reliability requirenents,
number and | ocation of producers, nunmber and | ocation of consuners
(within the IPN), etc. At this noment, we have only highly
qualitative notions of these kinds of data. Over tinme, we wll
develop a nore quantitative representation of this traffic as an
adjunct for testing. The nodel that we develop will probably never
accurately reflect the actual use of the IPN, because the use of the
IPNwill be affected by its availability: wusers will adapt their
usage patterns as their understanding of the network's capabilities
develops. We don't ever expect to hit this noving target, but we
hope to cone cl ose enough to di scover nost of the usage-rel ated

i ssues that mght exist.

One of the primary uses of a deployed internet is to return science
data fromthe point where it is collected to the point where it wll
be processed. The processing point could be on a renpte internet
(say, on earth) or at sone point in the |ocal deployed internet.
Dependi ng on the resource availability at the gathering site versus
the availability at the processing point, the transfer could be

| argely unprocessed data, shipped as a formatted streamor as a file.
Alternatively, the data could be processed to reduce its transnission
size, which would likely result in a file transfer operation. Sizes,
frequency, precise reliability requirements, and so forth remain to
be determined. However, in general, this data is not particularly
time-sensitive (although the equipnent may be quite sensitive to the
amount of time that it takes to conplete a transfer due to power
consi derations, which will be discussed |ater).

Anot her primary application, the reporting of health and status
telemetry, is typically acconplished via repetitive, unreliable
transmission in today's spacecraft. There is underway a sl ow

evol ution toward data-sumari zati on on board spacecraft. But there

i s, understandably, sonme resistance to filtering or summari zi ng data
at the spacecraft, since in the event of a spacecraft catastrophe,
data not previously transnitted is not avail able for post-nortem

anal ysis. An inportant aspect of current telemetry systens is its
delivery characteristics, which are either "streamoriented" or
periodically delivered. M ssion operators perceive that "heartbeat"-
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style information that is ancillary to a periodic or "continuous"
streamof telenetry is an inportant characteristic that will not
di spl ace event-driven telenetry for the foreseeable future.

A third type of application is the command and control of in-situ

el ements. Command and control refers to the closed-1oop control of
renote systens. The endpoints of the control |oop could be separated
by interplanetary space, as in the case of terrestrial comrandi ng of
a rover. Alternatively, the endpoints could be in reasonably close
proximty, but resident on physically separate platforns connected by
wireless nedia. This is the case when a |ander controls a rover
These types of applications nmust be designed to accommodate the
delays intrinsic in the network, but the network can permt nore
responsi ve control operations by providing qualities of service that
mtigate those delays. Wth command and control applications, data
volunmes tend to be fairly low, and the commands tend to be foll owed
by responses (although in some instances, command responses are
inferred fromreturned telenetry, described above).

The final type of application we consider is telescience and the
devel opment of a "virtual presence." This type of application is

i ntended to synthesize great volunes of infornmation about the |oca
environment in order to allow earth-resident scientists, in-situ
controlling robots, or eventually in-situ astronauts to interact with
high-fidelity nodels of a portion of a renbte environnent. To an
extent, this technol ogy has al ready been used to assist in planning
the Mars Pat hfi nder/ Soj ourner excursions (ref

http://wmv. pi ercorp. com Proj ects/ mars/ mars2. htn). However, the
technology for fully exploiting this type of adjunct to exploration
is still in developnent. Terrestrial research into tel epresence and
tele-inmersion (ref:

http://ww. advanced. org/tel e-i mrersi on/ publications.htm) nay provide
insight into the workload that this type of application m ght
represent for the |IPN

7.2. Characteristics of renote deployed internets in the IPN
Al t hough we consider the Earth's Internet to be the first instance of

a depl oyed internet, the environnental characteristics affecting
internets deployed in renmote |locations may differ significantly from

those affecting Earth's Internet. |n exam ning these
characteristics, we nust differentiate between two different types of
environments in the Earth's Internet: the traditional, "wred"

environments; and the emerging nobile, ad hoc wirel ess environnments.

First and forenost anong the environnental characteristics of note is
that of power availability. In the "wired" Internet on Earth, power
is cheap and plentiful. Power availability is nore of an issue in
terrestrial nmobile, ad hoc networks (MANETS), because the nobile
nodes operate using portable power sources, typically batteries.
However, in terrestrial MANETs, the nobil e nodes eventually have
access to the sane cheap and abundant sources of power that the
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"wi red" nodes use. This is not the case for renote depl oyed
internets (RDIs) in the IPN. For the foreseeable future, the primry
source of power for RDIs in the IPNwill be the sun. Solar power
conversion is currently relatively inefficient, but even if dramatic
i mprovenents in conversion efficiency occur, the fact remains that as
one noves away fromthe sun, the avail able power dimnishes. 1In the
orbit of Mars, the average solar intensity is 590 WnR2, |ess than
hal f of the 1370 WnR in Earth orbit [ref:
http://powerweb. | erc. nasa. gov/ pv/ marspower.htm ]. On the surface of
a planet, the solar intensity is by seasonal variations, by dust

buil d-up on sol ar panels, and by dust erosion of the solar panels
over time. As a result, power availability is and will be of
overriding inportance to all aspects of conmunication in RD's, and
will dictate a need for efficiency at all protocol |ayers.

The signal -to-noise ratios (SNRs) experienced in the terrestria
wired Internet are currently very high, making | oss due to data
corruption a rare experience. In terrestrial MANETs, SNRs are |ower,
due to both power availability and to node density. In renote

depl oyed internets, SNRs will be very low, due primarily to power
availability.

In the terrestrial wired Internet, the bulk of the routing
infrastructure is fixed in terms of its location. Conversely, in
terrestrial MANETs, the infrastructure is deployed on an as-needed
basis, and may be nobile. In RDs, this infrastructure is also

depl oyabl e and nobile, but will have a | arge conponent of satellite-
based resources.

If we exanmine the transmission nedia in use, the terrestrial wred
Internet uses prinmarily copper cable and optical fiber. Terrestria
MANETs use free-space propagation in the radio frequency (RF) range
or the infrared range of the el ectromagnetic spectrum In RD's, we
anticipate that free-space RF will be the primary conmunication

medi um even for many permanent, imobile installations as they

devel op, due to the cost of |anding, deploying, and naintaining cable
or fiber.

The cost characteristics of deploynent, operations, repair of RDs is
not currently well understood. However, deploynent cost of anything
that nust be | anded on the surface of another planetary body is quite
hi gh. Correspondingly, repair or replacenent costs of conponents of
the RDIs are also high. W do not yet have a cl ear understandi ng of
how t he operations costs of the RDIs will conpare to the operating
costs of terrestrial MANETs or of the terrestrial wired |nternet.

7.3. Ef fects of environnental characteristics on protocols for the
I PN RDI s

In considering howto deal with the antici pated operating environnent

for RDIs, we are encouraged that a significant anount of rel evant
research is currently under way to support protocols for terrestria
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MANETs. This section briefly reviews some of the areas in which work
is required, and is organi zed by protocol |ayer.

At the physical |ayer, spectrum nmanagement is an issue that requires
coordination. There is currently no "Federal Conmunications

Conmi ssion" or International Tel ecomunications Union that regul ates
use of radio-frequency spectrumoutside of earth. However,
coordination of this sort is needed sooner rather than later, due to
the attractiveness of certain frequency bands as a result of their
free-space propagation |loss and refractive characteristics [ref:
private conmuni cation].

The cost of |anding equi pnent on renote planetary surfaces notivates
designers to keep as much communication infrastructure in orbit as
possible. Loworbiting satellites will be used extensively to
support surface-to-surface comunication and RDI -t o- RDI

communi cation. Antenna design to support w deband comuni cation

bet ween surface-based nobil e nodes and these loworbiting satellites
is an area where research mght yield great benefit. Al though we
have heard of sone research in these areas to support nilitary on-

t he-nove applications, we have seen nothing in detail and feel that
it is an area that is ripe for additional study.

At the link layer, nanagenent of |low SNRs is of significant

i mportance, with nmany areas of rel evant research. Wile nany
different coding schenes are available, it is not yet clear whether
one of these is best for all RD use or whether the QOS requirenents
of different types of traffic will dictate the use of different
codi ng schenes on a per-packet basis. Mny codes are currently being
consi dered, including convol utional coding, concatenated codes (such
as Reed Sol onobn codes), and the energing Turbo codes. Each of these
has different properties related to delay, residual error rate, and
I'ink acquisition characteristics.

Resource reservation schenes at the nedia access |evel may be of
significant inportance in supporting closed-1oop control operations.
Sone of these schenmes have the benefits of providing bounded del ays
and of avoiding interference, which is inportant in power-constrained
envi ronment s.

Li nk-1 ayer status detection and signaling (to upper layers) is
important in resource-constrai ned environnents. W believe that the
link |ayers nust detect and signal link availability, |ink capacity
and congestion status, and current error conditions. As the
terrestrial cellular telephone industry becones internet-enabl ed,
sonme of these issues are beginning to be addressed in single-hop

wi rel ess environnents. There is al so ongoing research of interest in
MANETs and i n DARPA-sponsored research [ref.

ftp://ftp.rooftop.com pub/apis/link_api.pdf ].

At the network layer, there is a need for routing protocols to
support both fast- and sl ow novi ng nobil e nodes. The routing
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protocols nust be able to constitute and nai ntain networks conprised
of a conbination of fixed and nobile nodes. Significant research in
this area is currently being perforned, and is being coordinated by
the | ETF's MANET working group [ref.
http://ww.ietf.org/htm.charters/manet-charter.htm ].

Anot her area of relevant network-1ayer research concerns "vertica
handoffs,"” which all ow nodes to adapt to changes in available |inks
or the resources available via particular links. This work [ref.
htt p:// daedal us. cs. Ber kel ey. edu/ publications/ nonet97.ps.gz ] is
focused on "l ast-hop" use. |Its potential for use within wireless
routers requires further research

As link | ayers enhance their capabilities to nonitor and report their
status internally to the network | ayer, network |ayer contro
protocol s and al gorithns nust be enhanced to appropriately propagate
this information to affected parties within the RDI. This topic is
an active research area, with sonme applicabl e work havi ng been done
within the SCPS project [ref: http://ww.scps.org ].

Just as resource reservation schenes within the Iink |ayer nmay be
i mportant nechani sns for providing bounded |ink-1layer del ays,
resource allocation schemes at the network |layer may al so be
i nportant for providing such bounds on end-to-end conmuni cation
within the RDI. However, resource allocation and resource
reservation within nobile wireless networks is still a subject of
ongoi ng research. Should w rel ess networks use the integrated
services nodel of resource allocation? O should they use the
differentiated services nodel? It is relatively clear that
guar antees of network capacity are not feasible in a highly dynanic
environment. However, the specification of operating ranges may be
nmore tractable, and may provide useful services
* To applications (by giving them feedback on avail abl e net wor k
capacity),
* To the transport |ayer (by providing dynanmic rate contro
i nformation), and
* To the network layer (by ensuring that resources are not over
all ocated in the non-bottleneck portions of the network).

The applicability to MANETs of the current integrated services versus
differentiated services nodels is the subject of ongoing research
[ref: http://conet.ctr.col unbia.edu/insignial,

http://ww. cs. ucl a. edu/ ~terzis/nobile.htm].

The networks that will be deployed renotely are truly w thout any
fixed infrastructure. Therefore, the elenents of this network wll
need to establish and maintain the set of services necessary to
bootstrap the network. Self-configuration has rel evance here in the
areas of addresses allocation and nanagenent, nane-to-address

bi ndi ng, and dynani c hi erarchi cal organization. There is ongoing
research in all of these areas that is of potential utility, ref:
http://ww.ietf.org/htm .charters/zeroconf-charter. htm
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http://ww.ietf.org/htm.charters/dhc-charter. htni
http://wwv. ietf.org/htm .charters/svrloc-charter. htni
http://wwv. ietf.org/htm .charters/dnsind-charter. htni
http://gershw n.utdal |l as. edu/ publications].

At the transport layer, there is a need for devel opnment of new
protocol s or extensions to existing protocols that are capabl e of
participating in power efficient and nobility-aware comruni cation
schenes [ref:

http://ww.isi.edu/ workshop/public_htm/wnewd7/nsf4. htnl ].

These enhanced transport protocols nust be able to adapt to changing
network conditions. This applies in particular to adaptation of the
protocol's behavior in order to neet application Quality of Service
requirenents. Additionally, support is required for explicit
signaling of and responses to changi ng network conditions such as

i nk outages, congestion, and corruption trends.

For the foreseeable future, sonme links in the RDIs will exhibit
significant data rate asymmetry (on the order of 100s: 1). The
effective asymmetries nay be even higher, since the | owcapacity |ink
may not necessarily be dedicated to supporting the novenent of data
across the high capacity link. Accordingly, accomodation of
significant data rate asynmetries will be required while stil

mai ntai ni ng a high degree of power efficiency in the presence of
errors.

At the application layer, service location in nobile ad hoc networks
is an issue that is closely related to self-configuration at the
network | ayer, and is of current research interest, ref:
http://ww.ietf.org/htm.charters/zeroconf-charter.htm,
http://ww.ietf.org/htm.charters/svrloc-charter.html ).

This is inportant both in initial network startup, and also in the
(potentially frequent) case that RDIs with | ow connectivity becone
partitioned, either expectedly or unexpectedly.

Efficient, autononous network nmanagenent and control in RDIs is an
area of interest. There is sone ongoing research in the area, ref:
http://ww ietf.org/htnl.charters/disman-charter. htn,
ftp://ftp.ece.orst.edu:/pub/users/singh/papers/annp. ps. gz

that is of potential interest, but this is an area in which further
research is required

Finally, monitoring the health and status of nobile nodes (not
necessarily just the networking conponents) is of significant
importance in RDIs. The cost to |and new el enents on a planetary
surface is extrenely high. Therefore, we are notivated to perform
preenptive mai ntenance and to repair, rather than replace, failed
parts. The ability to performthese activities autononously is an
area where a significant anmount of research is required (and sounds
really fun).
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7.4. Sumary

The effects of power linmtations in RDIs are significant and will be
present in at |east sone portions of the IPN for the foreseeable
future. These effects strongly suggest the likelihood of sone

di vergence fromthe standard internet suite of protocols that is in
current use on Earth. Wether these changes beconme the standard
internet suite on Earth, as a result of the significant increase in
the use of nobile, wireless internet nodes, remains to be determn ned.
It is also likely that sone of the RDIs that are deployed will use a
nmodel of organization that is substantially different than that

enployed in the Internet. It may be that the IPN treats these
networks as single, distributed nodes, but further investigation is
required.

8. Working Concl usions

Wth the increasing pace of space exploration, Earth will distribute
| arge numbers of robotic vehicles, |anders, and possibly even humans,
to asteroids and other planets in the com ng decades. Possible
future mssions include | ander/rover/orbiter sets, sanple return

m ssions, aircraft communicating with orbiters, and outposts of
humans or conputers renotely operating rovers. Al of these missions
i nvol ve clusters of entities in relatively close proximty

conmmuni cating with each other in challenging environnents. These
clusters, in turn, will be in intermttent contact with one another
possi bly across interplanetary space. This dual -nbde comuni cations
environment: relatively cheap round-trips and nore constant
connectivity when conmmunicating with "local" elenents coupled wth
the very long-delay and intermttent connectivity with non-1loca

el ements has led us to the architecture just described, with the
fol | owi ng worki ng concl usi ons.

W need to use a "Pony-Express" nodel and bundles for interplanetary
conmmuni cati on

For conmmuni cati ng between | PN domai ns such as Earth and Mars, the
standard Internet protocols fail, both at the application and
transport layers, mainly due to the large delays. Intermttent
connectivity and bit error rate are also significant issues, but
del ay cannot be mitigated by any current nmeans. Comuni cating over
these distances requires a fundanentally different nodel that does
not assume that round-trip-times are cheap. To conbat this we
propose a "pony-express" nodel, where senders subnit bundles
describing entire transactions to the network, which then uses
custody transfers to nove bundl es fromnode to node. Under this
nmodel the sender has little or no expectation of real-tine delivery
of the bundle, which may be stored at internediate nodes for
arbitrary periods of time. |In tine, the comunications |inks
connecting the various deployed internets will growto forma stable
i nterplanetary backbone networKk.
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We can't support nost |egacy applications, even with application-I|ayer
pr oxi es

SMIP (e-nmmil) is perhaps the only application that could possibly be
tuned to work over interplanetary distances, but even SMIP has
enbedded tiners that would have to be altered significantly before it
woul d wor k.

Nane tuples consisting of a routing part and an adninistrative part are
the neans of reference

To assist in interplanetary routing, we have introduced the notion of
an | PN nane tuple. These tuples, each consisting of a topol ogy-
related routing part and an administratively controlled

adm nistrative part are the analog of |IP addresses in the terrestrial
Internet. Just as with I P addresses, bundles carry these nane tuples
(source and destination) end-to-end. The routing part of an |IPN nane
tuple serves as an identifier of the destination internet and is
consulted to find the next bundl e-hop destinati on whenever the bundl e
is NOT in its destination IPN region. The admnistrative part of an
I PN nanme tuple serves the sane function as DNS nanes in the
terrestrial Internet, allow ng synbolic nanes to be used in place of
net wor k-1 ayer addresses. For the IPN region that includes Earth, and
possi bly others, we envision using actual DNS nanes as the

adm nistrative parts of the tuples

Thi s two-part nam ng approach has a nunber of advantages. First, it
explicitly allows routing information to be encoded in the | PN nane
tuple (in the routing part) without interfering with the

adm nistrative part. Second, since the adninistrative parts of nane
tuples are only resolved in the destination |PN region

adm nistrative parts of |IPN nanes do not have to be exchanged between
I PN regions for the purpose of routing. Third, while all |PN nodes
must be able to interpret the routing part of a name tuple, different
name-t o- addr ess bi ndi ng nmechani sns for the adm nistrative part can be
used in the different regions. Finally, decoupling the

adm nistrative parts of the various |IPN regions fromone anot her
al l ows autonony of the administrative nanming in different regions.

I PN Nodes will be used as "inpedance-mnatchers" between the (relatively)
rich environnent of |ocal conmunications and the |ong-del ay
i nterpl anetary environnent

We refer to the nodes that performthe store-and-forward operations
on bundles sinply as interplanetary nodes, and the bundl e-agents on
these nodes are responsible for routing bundles through the I PN

W need flexible and bandw dth-efficient security (particularly
aut henti cation and access control)

For the foreseeable future, the Interplanetary Internet will be an
expensi ve resource, and an irresistible lure to hackers. For these

Cerf, et al.

[Page 55]



reasons, access to the IPNwll need to be strictly controlled and

I PN gat eways and resources will need to authenticate commuands sent to
them |In many cases, data privacy will be required by scientists to
ensure that they get first access to the data fromtheir instrunents,
and integrity will of course be required for command sequences and
some telenetry return. At the sane tine, the goal of the IPNis to
all ow scientists, researchers, and on occasion the general public,
easy access to information fromoutside of Earth's domain. These
conpeting goals will require a flexible security schene.

In addition to being flexible, the security nechani sns used over the
deep-space links will also need to be bit efficient. Standard

D ffie-Hell man exchanges cannot be used to generate traffic keys, as
they require the exchange of several rounds of randominformation in
near-real tine. Sonething simlar to secure email may be a better
approach, where the sender applies the appropriate security to the
payl oad of a bundle and then attaches its public key certificate to
the bundle. This approach, while costly in terns of bandwi dth, wll
all ow the receiver to i medi ately authenticate/verify/decode the
contents of received bundl es.

The | ong-haul transport protocol used to carry bundles in interplanetary
space will be very different from TCP

The transport |ayer that noves these bundles across interplanetary
space will necessarily be very different from TCP, the predon nant
transport protocol in the terrestrial Internet. Since bandwidth is a
precious comodity in the IPN, the LTP nmust be "connectionless" in
that it cannot wait a round-trip to establish a connection before
beginning to send data. It is quite possible that the LTP will
provide partial data delivery where data with "holes" or errors is
delivered to the application out of order instead of in order, as
with TCP. A major challenge of the LTP is how to performfl ow and
congestion control without timely feedback

Depl oyed internets may or nay not use internet protocols.

For the "local" conmmunications, between nodes on a spacecraft LAN,

el ements on the surface of a planet, or between el enents on the
surface and in orbit, for exanple, round-trip tines are conparable to
those in the terrestrial Internet. |In these cases, it is feasible
and i ndeed very reasonable to use protocols like the standard
Internet Protocols (TCP/IP). Using an internet nodel, and perhaps
even versions of the standard internet protocols thenselves, wll
al | ow depl oyed devices to easily comruni cate with one another and to
share a common comuni cations infrastructure. A common, shared
infrastructure will free each mssion fromhaving to design, build,
test, and operate its own custom conmunications system and will pay
off in ternms of devel opnment tine, devel opnent cost, nass,
interoperability (reliability), and efficiency. Thus we envision the
depl oynents of fragnents that are simlar to Earth's Internet to
renmote | ocations of interest. Current advances such as Mbile IP and
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SCPS that extend the internet npdel to include nobil e nodes and
stressed environnents will be useful in these environnents.

At the sanme tinme, it may be advantageous to use protocols entirely
foreign to the internet suite in an "RDI." For exanple, it mght be
preferable in some instances to deploy a sel f-organizing sensor
network in which only data sets, not individual nodes, are
addressable. W believe that the nanming nmethod under consideration
where each entity nane is divided into an | PN donain part and a

domai n-specific part, would support these types of RDIs. The
mechani cs of how to interface such a network with the rest of the IPN
and whet her/how such a network could be integrated with an RDI using
internet protocols are topics of current discussion

Terrestrial advances in Mbile Ad Hoc networking are necessary but
possi bly not sufficient for RD's

There is a large and growi ng body of ongoing work in the | ETF,

uni versities, and governnent and private agencies to devel op
protocols for nobile ad hoc networks. Wile nmuch of this work wll
be directly applicable to the renotely deployed internets, RDIs will
remain a breed apart fromterrestrial wireless networks. The main
differences are in power and node density. Terrestrial MANETs, while
they may be power-starved, still have the prospect of recharging at a
wal | socket; elenents of an RDI have no such expectation. Secondly,
the density of elenments in an RDI may be | ow conpared to a typica
terrestrial MANET (although it is too soon to know that a "typical"
terrestrial MANET will look like). The node density may be so lowin
fact that real-tinme comrmuni cati ons between nmenbers of the RDI may not
be possible. This will be the case if many | anded el enents

comruni cate with one another via a small number of |owaltitude
orbiters, for exanple

9. Security Considerations

Security is an integral concern of the Interplanetary Internet.
Section 5 of this docunment is devoted to exami ning the security
requirenents in the IPN, sone potential approaches for securing data
in the PN, and sonme approaches for securing the backbone
infrastructure of the IPN
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